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RS ESP32 AT 185 EIhEEUARER 14,
BSEFTEN N Hi AT 18S . WIi-Fi IHEE AT 185 . TCP/IP TEA§ AT 158495,

e, Wt S89ED AT fe<EARET = 8Mhl, NSl BARE.

L1 BB :
ESP32 AT 18 EMR xR 8EIE: https./github.com/espressif/esp32-at,

! EE:
ESP32 AT BRIMERS UART 1 RIE AT 182, FEHERIINT:
» GPIO16 3 RXD, GPIO17 13 TXD,
e GPIO14 3 RTS, GPIO15 5 CTS,
ELEEBIARM UART 0 TEN, RFAIFE menuconfig FR<HFTEN, BARSEBIIT:

* make menuconfig --> Component config --> ESP32-specific --> UART for console output

1.1. BEX AT 8L
BEN AT 5L BN, FRAEXFRUK - (THk) FEEFH.
AT BT ESP-IDF 451%, esp-at FIRIETHAEBENX AT IELHRAI., REBRERARMEA AT 1I5L U
EESC A libat_core.a I VIR, BEEERIFEMD AT BIN B,
ZEMK at_cmd_struct BFENX —FKIBLIIUFELE, /esp-at/main/at_task.c i T LB E
X AT 1820, aI3EX,
J R N K esp-at F, ELEINE

BPNEmESHINT AT RAE, FEEENMN AT i8S, BUXlR
L= IDF_PATH, 8l (t(RIEECBRIBAHITIRE)

export IDF_PATH=/path_of_your_esp32-at/esp-idf

1.2. 1%F AT Elf¥
BEAREEARELE, BRNTFERIFEXNNAY Flash K/,

REELLGRTRE:
http.//espressif.com/zh-hans/support/download/other-tools ?keys=&field_type_tid%5B8%5D=13,

e L ESP32 AT BIN X A43A#Y download.config 3 4.
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https://github.com/espressif/esp32-at
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| FE:
W ESP32 AT fBshsl, H B3R “ota data partition invalid” TEME R, &48 blank.bin 1R Z esp32-at/

partitions_at.csv # “ota data” X RZAMLE, FATHIGAL .
WMRBTRIFE AT BRI, v{EAMHS make print_flash_cmd iR, BALSENT:

rm sdkconfig: fHIFRIBRYEC & X4
make defconfig: IREBENEAMIIEIAEE X4

make print_flash_cmd: E1)IEFHEIE
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https://github.com/espressif/esp32-at/blob/master/partitions_at.csv

N &

2. 1L

5<1HR

AT $18< A Al o POFpE Y :

MiRFES AT+<x>=? ZaLATZHTATEWRERSHSHBUREBETEE,
WL AT+<x>7? Za L AT RESHAN=RIE.

REES AT+<xo=<rr> Za AT IRERFEEXNSHIE.

MATIES AT+<x> ZEa LA THATRRIR AR FIEHNES I D ZEINEE.
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https://github.com/espressif/esp32-at/blob/master/components/at/include/esp_at.h

3. Bt AT 5

Hit AT IES

w0 &

3.1. EHi ATHES—RER

AT MR AT B3P
AT+RST BERER
AT+GMR BEMAKERE
AT+GSLP # )\ Deep-sleep 1
ATE FFxEIEINEE
AT+RESTORE mEL&E
AT+UART UART Bc&
AT+UART_CUR UART ST E
AT+UART_DEF UART BRIAECE, {R77Zl Flash
AT+SLEEP 1% 8 sleep &
AT+SYSRAM EIFHFIFIR RAM K/N
AT+SYSFLASH %5 flash BP9 X
AT+FS X R GIRIE
AT+RFPOWER 1% & RF TX Power

3.2. Em AT jESHER

3.2.1. AT-K AT B5h
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3.2.2. AT+RST—E31&Hk

AT+RST

0K

KIELEKRE (BN AT+RST) B, rAIBTFEHIER.

LBRFZANT busy JRSH, WMREEIES AT+RST, RFUEIRT “will force to restart!ll”,
EBHIER.

3.2.3. AT+GMR—EHAER

AT+GMR

<AT version info>
<SDK version info>

<compile time>

OK

e <AT version info>: AT kRZAK(ZE
e <SDK version info>: SDK fRANE R

e <compile time>: ZRiFAERYAT(E]

3.2.4. AT+GSLP—i#\ Deep-sleep &1

AT+GSLP=<time>

<time>

0K

<time>: 1ZE ESP32 HBEMRATIC, B2 27, ESP32 REMRIRENK/EEREE.

3.2.5. ATE—FF*[EEIhEE

ATE

0K

e ATEQ: XxHF[EE

o ATEL: FFEEIE

Espressif 5/91 2017.06



3.2.6. AT+RESTORE—1REH/iZE

3. Bt AT 5

AT+RESTORE

OK

MEHTIRE, RHEMRFTBERTFEI Flash SE, MERNBIASEL
MEHREZSBNEER.

3.2.7. AT+UART—UART Bt &

Espressif

[@deprecated] RIESAEIEA, #INFF AT+UART_CUR 3 & AT+UART_DEF X%,

RS
AT+UART?

BEES:

AT+UART=<baudrate>,<databits>,<stopbits>,<pa
rity>,<flow control>

oK
FHIRENE UART SLIRSEUE, BTATH

MRE, UART IFRZHESKREEET —TEIRE,
EEBAR,

+UART : <baudrate>,<databits>,<stopbits>,<par
ity>,<flow control>

5N

0K

<baudrate>: UART JE4FR

<databits>: FIEAI

5 bit BRI
6 bit R
7 bit BRI
8 bit IE(L

<stopbits>: {21E{

» 11 1bit B
» 20 1.5bit BN
» 31 2bit {BIE{I

v v v v
o N o U

<paritys: RIQAI

» 0: None

» 1: Odd

» 2 Even

<flow control>: Jii%

» 0 MERERIE

» 1: {$BERTS

» 2t {FEECTS

» 3: [EIRJ{EEE RTS #1 CTS

6/91
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3. Bt AT 5

o AREBRREFENVS X, B LBENER.
s [ERRIEREEE S RIRE:

» 1015 J9 UARTO CTS
» 1014 79 UARTO RTS

o ORHFERSZHSEE: 80 ~ 5000000

AT+UART=115200,8,1,0,3

3.2.8. AT+UART_CUR—i%E UART %ailEatigE, F7R7EZl Flash

Espressif

EiiEL:

AT+UART_CUR?

BEES:

AT+UART_CUR=<baudrate>,<databits>,<stopbits>
,<parity>,<flow control>

+UART_CUR: <baudrate>,<databits>,<stopbits>,
<parity>,<flow control>

0K
EWREIAYZ UART LIRS EME, ATRHDIR

MIRE, UART LRZHESKREES —TEIRE,
EEBAR.

0K

* <baudrate>: UART JE4F=
o <databits>: EWIE(

5 bit BRI
6 bit R
7 bit BRI
8 bit FE(L

* <stopbits>: {Z1E{iI

» 11 1bit B
» 20 1.5bit {B1E{
» 3 2bit B1EAI

v v v v
o N o U

o <parity>: RIGAL

» 0: None
» 1: Odd
» 2 Even

JZs 0%

o <flow control>: Jii%

MERERIE

fEBE RTS

f¥8E CTS

ERHERE RTS # CTS

v v v v
w N P S

7/91
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@ 3. Bt AT 5

o FREMMREFER flash.
s [ERRIEREEE S RIRE:

» 1015 J9 UARTO CTS
» 1014 79 UARTO RTS

o ORHFERSZHSEE: 80 ~ 5000000

AT+UART_CUR=115200,8,1,0,3
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3.2.9. AT+UART_DEF—i&& UART E2&, {&7F%l Flash

3. Bt AT 5

B

AT+UART_DEF?

REIES
AT+UART_DEF=<baudrate>,<databits>,<stopbits>
,<parity>,<flow control>

+UART_DEF : <baudrate>, <databits>,<stopbits>,
<parity>,<flow control>

0K

0K

* <baudrate>: UART JE4FZ=
o <databits>: EIE(I

5 bit BRI
6 bit R
7 bit BRI
8 bit E(L

* <stopbits>: {Z1E{I

» 11 1bit B
» 20 1.5bit BN
» 31 2bit {BIE{I

4
»
4

c© N O wu

4

o <parity>: RIGAL

» 0: None
» 1: Odd
» 2 Even

JZs 408

o <flow control>: Jii%

» 00 MERERIE

» 1: fFEERTS

» 20 fFBECTS

» 3: [ERI{ERE RTS # CTS

o FEEBWREENVS X, S EBENER.
s [ERRIEBEEA M

» 1015 Jg UARTO CTS
» 1014 J9 UARTO RTS

o SRYFERYIFTE: 80 ~ 5000000

AT+UART_DEF=115200,8,1,0,3

Espressif 9/52

2017.06



3.2.10. AT+SLEEP—i& & sleep &z

3. Bt AT 5

REES:

AT+SLEEP=<sleep mode>

0K

<sleep mode>:

ZARERER
Modem-sleep 1zt

> 0:
» 1

AT+SLEEP=0

3.2.11. AT+SYSRAM—ZE i FiFIR RAM X/

AT+SYSRAM?

+SYSRAM: <remaining RAM size>

0K

<remaining RAM sizes>: HEIEIFR RAM AN, Bl 1

AT+SYSRAM?
+SYSRAM: 148408
oK

3.2.12. AT+SYSFLASH—1%E Flash AP 9 X *

FES:
AT+SYSFLASH?
INRE: &8 Flash FRIBFHX,

REES:

AT+SYSFLASH=<operation>,<partition>,<offse
t>,<length>

IheE: RE Flash FRAF DX,

+SYSFLASH: <partition>,<type>,<subtype>,<addr>
,<size>

+SYSFLASH: <length>,<data>

<subtype>: FIP X FIEH
<addr>: Hift

<size>: XK/

0K
0K
<operation>:
C : /\X '
<partitions: AP XA y 0 ERAK
<type>: FIP D XED » 10 B
»y 20 EHKX

<partitions: FIF D XBZMR
<offset>: Rl

<length>: KE

Espressif 10/52
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@ 3. &bl AT 38<

o {FANIESERF at_customize.bin, 1FH{E B RIS % ESP32_Customize_Partitions.,
o RS XAGEREIN:

y B XE, REIES T EEE <offset> M <length> S8, AT RERFRZEMD X, Fla0, 8
% AT+SYSFLASH=0, "ble_data" FI{EFREE “ble_data” XiF,
y MREFFD XA, FEEE <offset> Ml <length> 4, NMIXFPNSEEZEKE 4KB HIEEIE,

o DXMENXBIINSE ESP-IDF Partition Tables FIN B,

// read 100 bytes from the "ble_data" partition offset 0.
AT+SYSFLASH=2,"ble_data",0,100

// write 10 bytes to the "ble_data" partition offset 100.
AT+SYSFLASH=1, "ble_data",100,10

// erase 8192 bytes from the "ble_data" partition offset 4096.
AT+SYSFLASH=0, "ble_data",4096,8192

3.2.13. AT+FS—X{RFIR1E *

REES

AT+FS=<type>, <operation>,<filename>,<offset>,<length>

OK

<type>: B BIYZ#F FATFS
» 0: FATFS

<operation>:

MRS

Bt

X

B AN

FWHEETXM, ERRTHRER

<offset>: {RIEHILL, (NEHWIREHRIERE

<length>: KE, (EMESRERE

o AINEERNIAXH], BEMAF BTEIT make menuconfig BoBfE, EFmIFEHE.

o {ERAIELTFRR at_customize.bin, FMERPISE ESP32_Customize Partitions.,

v v v v v
A W N RS

// delete a file.

AT+FS=0,0,"filename"

// write 10 bytes to offset 100 of a file.
AT+FS=0,1,"filename", 100,10

// read 100 bytes from offset O of a file.
AT+FS=0,2,"filename",0,100

// list all files in the root directory.

AT+FS=0,4,"."
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3.2.14. AT+RFPOWER—ig& RF TX Power *

Espressif

3. Bt AT 5

REER:

AT+RFPOWER=<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

OK

<wifi_powers: EYESEHE [0, 11]

level 0, £ phy._init_data.bin #55 44 =75,
level 1, 2% phy_init_data.bin B9ZE 45 75,
level 2, 2% phy_init_data.bin BY5E 46 773,
level 3, £ phy._init_data.bin B35 47 =73,
level 4, 2% phy_init_data.bin #J55 48 =75,
level 5, 2% phy_init_data.bin BYZE 49 75,

v v

level 5 - 4.5 dBm
level 5 - 6 dBm
level 5 - 8 dBm
» 10: level 5-11 dBm
» 11: level 5-14 dBm

A 4
O© 00 N O Ul A W N P S

AN 19.5 dBm
RN 19 dBm
ZRIAN 18.5 dBm
ZRIAN 17 dBm
ZRAR 15 dBm
FRIAX 13 dBm

level 5 -2 dBm, #Ia, level 5 13 dBm B, i#8&EHK 6 Fx 11 dBm

<ble_adv_power>: BLE [ $&/) RF TX Power, EVESEHE [0, 7]

7dBm
4dBm
1dBm

-2 dBm
-5 dBm
-8 dBm
-11 dBm
-14 dBm

v

v
N oUW N RS

<ble_scan_power>: BLE 1338/ RF TX Power, BXESEE [0, 7], [@ <ble_adv_powers

u]

<ble_conn_power>: BLE %3] RF TX Power, BUESEE [0, 7], [E <ble_adv_powers

o ANIELIIREHNEN, LIMEMESREBEGFEER.
e BLE RF TX Power 9="12%, AJURNTRE, ERMNKE.

AT+RFPOWER=0
gE
AT+RFPOWER=0,0,0,0
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4. Wi-Fi THEE AT 8%

Wi-Fi IJgE AT 8<%

> B

4.1. Eh Wi-Fi IhEE AT $§€— R

B2 L]
AT+CWMODE KB Wi-Fi #1% (STA/AP/STA+AP)
AT+CWIAP ERE AP
AT+CWLAPOPT ®E AT+CWLAP IS A RNBEME
AT+CWLAP MDA AP EE
AT+CWQAP 5 AP W&
AT+CWSAP R & ESP32 SoftAP Ec&
AT+CWLIF SREVEREER ESP32 SoftAP Ay Station /5 5
AT-+CWDHCP % & DHCP
AT+CWDHCPS 1% & ESP32 SoftAP DHCP 2 ECHy IP S, fR7FZE! Flash
AT+CWAUTOCONN RE FREINEDBh&EE AP
AT+CWSTARTSMART Fria SmartConfig
AT+CWSTOPSMART {21k SmartConfig
AT+WPS BE WPS IhRE
AT+CWHOSTNAME 1% E ESP32 station EARZR
AT+MDNS MDNS Ih&E
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@ 4. Wi-Fi IOEE AT 38

4.2. Ehli Wi-Fi IhEE AT I8<iER

4.21. AT+CWMODE—iI&E Wi-Fi #&z{ (Station/SoftAP/Station+SoftAP)

RS RERES!
AT+CWMODE? AT+CWMODE=<mode>

Theg: E=18 ESP32 =gl Wi-Fi &, | ThaE: RE ESP32 Zip) Wi-Fi &1,

MiE<

AT+CWMODE=?

+CWMODE : <mode> HX{EF!IZ | +CWMODE : <mode>
0K
0K OK

<mode>:

© 7o WiFi i85, HEXHE WiFi RF
: Station &1,

: SoftAP &=,

. SoftAP+Station ==,

v v v v
w N B S

RIRERRFAE NVS X,

AT+CWMODE=3
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@ 4. Wi-Fi ID8E AT 38<

4.2.2. AT+CWJAP—%#Z AP

BigEe: REES:
AT+CWJAP? AT+CWJAP=<ssid>,<pwd>[,<bssid>]
IhgE: &1 ESP32 Station EXEER AP (52, | IEE: RE ESP32 Station FiEER AP,

oK
+CWJAP:<ssid>,<bssid>,<channel>,<rssi> BE
U +CWJAP:<error code>
ERROR

e <ssid>: Bir AP #Y SSID
e <pwd>: EREEx1< 64 T ASCI

e [<bssid>]: B#r AP Y MAC Hhillt, —RATEZ
o <ssid>: TFBSEL, AP # SSID > SSID t8ER AP B9185%

o <bssid>i AP ) MAC ittt * <error code>: (REAZE, FAFR)
10 EREBN

2 ERETIR

30 HAZIEIR AP

41 EERRW

Hitbfg: RAHEIR

SIS BFEFF Station 3, & SSID &
password FREEHRHKTS, FlW, E “ NE \ M,
BEMTERY, HEFHEXTH.

=

e <channel>: {(E S

>
»
o <rssi>: E58E >
>
>

// If ESP32 station connects to an AP, it will prompt messages:
WIFI CONNECTED

WIFI GOT IP

// If the WiFi connection ends, it will prompt messages:

WIFI DISCONNECT

FIRERRFE NVS X

AT+CWJAP="abc", "0123456789"

Fan, B#% AP B9 SSID 9 "ab\,c", password JJ "0123456789"\", MIIESUNT:

AT+CWIAP="ab\\\,c", "0123456789\"\\"
WMRBZ AP 89 SSID 197 "abc", FIET BSSID FiE BT AP:
AT+CWIAP="abc", "0123456789", "ca:d7:19:d8:a6:44"
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4.2.3. AT+CWLAPOPT—i%E CWLAP 15§$HIE

4. Wi-Fi THEE AT 8%

AT+CWLAPOPT=<sort_enable>,<mask>

OK

» 0 RHF
» 1: RIRHE RSSI HiF

. BT

v v v v v

e <sort_enable>: I§% AT+CWLAP FUITIRE R B DIRIRES2E RSSI BHIF:

e <mask>: XJNZ bit FH 1, NFES AT+WLAP FUIFHEER BnBXE M, WM bit X 0, NIAE

bit 0: IZE AT+CWLAP RYIIE LS
bit 1: I&E AT+CWLAP f933#is
bit 2: I&E AT+CWLAP 193 R
bit 3: & & AT+CWLAP 1913 R
bit 4: iZE AT+CWLAP 93 HE4S

EE LN <ecn>
7N <ssid>
I <rssi>
E /A 7N <mac>

7N <channel>

AT+CWLAPOPT=1,31

HHEERBETMESH.

BN 1, REEUWE(FR AT+CWLAP L,
FEZNSECN 31, Bl ox1F, Rk~ <mask> BIHEK bit £EPER 1, SLEANRERE AT+CWLAP F8S,

HEERFIZRESEE RSSI EHF:
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4.2.4. AT+CWLAP—13#EXHRIn] Y AP

4. Wi-Fi THEE AT 8%

REER: MATIES:

AT+CWLAP=<ssid>[,<mac>,<channel>] AT+CWLAP

Ihee: FIHRF A ERMGH AP,

Ihee: FUH=RIRT A AP,

+CWLAP: <ecn>,<ssid>,<rssi>,<mac>,<channel>

OK

OK

+CWLAP: <ecn>,<ssid>,<rssi>,<mac>,<channel>

e <ecn>: NIEAT

v v v v v

4

u b W N RS

OPEN

© WEP
© WPA_PSK

© WPA2_PSK

© WPA_WPA2_PSK

© WPA2_Enterprise (BB AT ASZIHEEIXFINZ AP)

o <ssid>: FRFESE, AP B SSID

e <rssi>: [F5RE
o [mac>] (HESE) © FRBSE, AP K MAC bt

o [<channel>] (RIESE) : F5ES

AT+CWLAP="WiFi","ca:d7:19:d8:06:44",6
FEBHIEE SSID 9 AP:

AT+CWLAP="WiFi"

4.2.5. AT+CWQAP—HIF5 AP HIERE

Espressif

AT+CWQAP

0K
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4. Wi-Fi THEE AT 8%

4.2.6. AT+CWSAP—EZE ESP32 SoftAP $#{

Espressif

AT+CSAP? AT+CWSAP=<ssid>,<pwd>,<chl>,<ecn>[,<max

IhgE: &8 ESP32 SoftAP FIBLE S,

conn>][,<ssid hidden>]

INRE: BCE ESP32 SoftAP HIZ#4,

+CWSAP:<ssid>, <pwd>,<chl>,<ecn>,<max
conn>,<ssid hidden> oK

OK

<ssid>: FRBSH, BAREBR

<pwd>: FRIBSH, BIEKETE: 8 ~ 64 F7 ASCI
<chl>: BES

<ecn>: AT, TXIF WEP

» 0: OPEN
» 2: WPA_PSK

» 3: WPA2_PSK

» 4 WPA_WPA2_PSK

[<max conn>] (IEIESEN) : AVFEN ESP32 SoftAP fy& % Station #(H, BUESEE [1, 10],
[<ssid hidden>] (EiEZEN) : BRIAAN 0, /B 1 ESP32 SoftAP SSID,

» 0: [ & SSID
» 11 AT §E SSID

RRERFE NVS X,
AIERNIE SoftAP BT BEEM.

AT+CWSAP="ESP32","1234567890",5,3
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4.2.7. AT+CWLIF—ZEif)i%E1&% ESP32 SoftAP iy Station 58

4. Wi-Fi THEE AT 8%

AT+CWLIF

+CWLIF:<ip addr>,<mac>

0K

e <ip addr>: E}EFI ESP32 SoftAP Y Station IP ik
° <mac>: FEIEZ| ESP32 SoftAP B Station MAC itk

AIESTOEE RS IP, (X157 ESP32 SoftAP FMiE A Station DHCP Y9{SaEAIE R A %L,

4.2.8. AT+CWDHCP—ig& DHCP

Espressif

EWES:

AT+CWDHCP?

BEES:

AT+CWDHCP=<operate>,<mode>
IheE: % & DHCP,

+CWDHCP : <enable>
OK

OK

<enable>: DHCP 2&{F8E
e Bit0:

» 0: Station DHCP x4
» 1: Station DHCP 7 /5

e Bitl:

» 0: SoftAP DHCP %]
» 1: SoftAP DHCP F/2

® <operate>:

» 01 K[
» 11 T

® <mode>:

» Bit@: Station DHCP
» Bitl: SoftAP DHCP

o RREMRFEINVS Xi,

o RREIELHIREFHSIP B (AT+CIPSTA RFUA AT+CIPAP RR5I) EAERIN:

» IREFRE DHCP, MIEFE IP A
» BEELS P, M DHCP XH;

» USENIRENE.

AT+CWDHCP=1, 1

{#8E Station DHCP, #15R/& DHCP mode J9 2, M3 DHCP mode 5 3.

AT+CWDHCP=0, 2

HEE SoftAP DHCP, #1828 DHCP mode J9 3, NI DHCP mode 9 1.
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4. Wi-Fi THRE AT 385

4.2.9. AT+CWDHCPS—i&& ESP32 SoftAP DHCP % fi2fy IP SBEl, #1722l Flash

BEES
ENCIEERo

AT+CWDHCPS=<enable>,<lease>,<start IP>,<end IP>
AT+CWDHCPS?

INRE: i%E ESP32 SoftAP DHCP IRERH R IP SEE.,

+CWDHCPS :<lease>,<start IP>,<end IP>
0K

0K

e <enable>:

0: JFMRIRE IPSCHE, MEMIME, FESHLHES
» 10 EEEIRE IPSEH, EASHMITES

o <lease>: FHZARTE), BfI: HFh, BUESEE [1, 2880]
e <start IP>: DHCP RSS2 IP VSR IP
e <end IP>: DHCP RS2 IP SthaVZSeR IP

o RREREFE NVS X,

o RIFSWINTE ESP32 SoftAP #Ex{#8E, BFF /S DHCP WIER T™MEMA, 1RER IP SEEX IS ESP32
SoftAP 7E[E—WER.,

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"
&
AT+CWDHCPS=0 //iBIREE, MERIME

4.2.10. AT+CWAUTOCONN— _FHEZF B5hiEiE AP

AT+CWAUTOCONN=<enable>

OK

<enable>:

» 00 EEARENER AP
» 10 EEBEEE AP

ESP32 Station ZRIA LB BENEE AP,

RIREFRFE NVS X,

AT+CWAUTOCONN=1
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@ 4. Wi-Fi ID8E AT 38<

4.2.11. AT+CIPSTAMAC —igE& ESP32 Station #Z[0#7 MAC ithiit

BiES:

AT+CIPSTAMAC?

RERES:
AT+CIPSTAMAC=<mac>

IfgE: Z518) ESP32 Stati g MAC 1
JRE: B ation 3 | s 18 ESP32 Station B MAC Hitt.

i.”:o

+CIPSTAMAC: <mac>
0K
0K

<mac>: FRIBSE, ESP32 Station Y MAC itk

FIRERFE NVS X3,

ESP32 SoftAP I Station #9 MAC ittt FHAEE, BZ7NEHEIZENE— MAC b,

ESP32 MAC It 58— 1F T8 bit 0 TNBEA 1, Fla, MAC #BhtRIBAR "1a:..." BREERN "156:...",
 FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 }3Ei% MAC, Toik#EITIRE.

AT+CIPSTAMAC="18:fe:35:98:d3:7b"

4.2.12. AT+CIPAPMAC—ig & ESP32 SoftAP i MAC ithiit

REES:

AT+CIPAPMAC=<mac>

AT+CIPAPMAC?

IHRE: &8 ESP32 SoftAP #9 MAC it
ik,

+CIPAPMAC:<mac>

IfgE: 1% E ESP32 SoftAP i MAC ik,

0K
0K

<mac>: FRIBSEN, ESP32 SoftAP Y MAC itk

RIFBERFEINVS X,

ESP32 SoftAP #1 Station 89 MAC it A 48[E), 1B74GHIRE NE— MAC ithiit,

ESP32 MAC it 85— 159 bit 0 REEX 1, BlaN, MAC HbibpTBAR "18:..." (BANEER "15:..."
 FF:FF:FF:FF:FF:FF ] 00:00:00:00:00:00 J3EE MAC, FoiE#tTIRE.

AT+CIPAPMAC="1a:fe:36:97:d5:7b"
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4.2.13. AT+CIPSTA—igE ESP32 Station A9 IP thiit

4. Wi-Fi THEE AT 8%

EEEL:
AT+CIPSTA?
IhgE: ZiH ESP32 Station A9 IP ik,

REES
AT+CIPSTA=<ip>[,<gateway>,<netmask>]
IfRE: i%E ESP32 Station By IP H#iik,

+CIPSTA:<ip>
0K

OK

A CEE:

ESP32 Station IP E£i& £ AP [5, 7 aJAEA,

o <ip>: FfEER, ESP32 Station #J IP 3
o [<gateway>]: W*
e [<netmask>]: FMN&EG

o RREREFEINVS X,

o MIREIESS5IRE DHCP MI3E<S (AT+CWDHCP 271) EAESNG:

» IREFS P, N DHCP XH;
» IREFRE DHCP, MEHE IP TR
» UREMRENE,

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

4.2.14. AT+CIPAP—igE ESP32 SoftAP H IP ittt

Espressif

EWES:
AT+CIPAP?

IHEE: i ESP32 SoftAP By IP ik,

RIS
AT+CIPAP=<ip>[,<gateway>,<netmask>]
IhRE: % E ESP32 SoftAP Y IP bt ,

+CIPAP:<ip>,<gateway>,<netmask>

0K

0K

o <ip>: TFFE, ESP32 SoftAP Ry IP Hhiik
e [<gateway>]: %

e [<netmask>]: MRS

RIRERFE NVS Xigf,
BRIMXZE C 3 IP bl

» IREES IP, N DHCP Xi;
» IR E{FEE DHCP, NIEES IP TG
» UEREMNRENE,

KIFBEIRL51RE DHCP 1935< (AT+CWDHCP R3%1) BEFIM:

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"
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@ 4. Wi-Fi ID8E AT 38<

4.2.15. AT+CWSTARTSMART —FF/3 SmartConfig

KREES: MATIES:

AT+CWSTARTSMART=<type> AT+CWSTARTSMART

IhgE: FABEIBERILM SmartConfig, If8E: FFE ESP-TOUCH+AIirKiss #EE,
0K 0K

<type>:

» 1: ESP-TOUCH
» 2 AirKiss
» 3: ESP-TOUCH+AIrKiss

none

SmartConfig SRR ERWNT:

smartconfig type: <type>  // AIRKISS, ESPTOUCH or UNKNOWN
Smart get wifi info // got SSID and password

ssid:<AP's SSID>

password:<AP's password>

// ESP32 will try to connect to the AP

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi //'if the connection failed, it will prompt "smartconfig connect fail"

o FAFPRIAZE ESP-TOUCH FIF 18 3k 7 f# SmartConfig fIE41TM 4R,
o (Y3 #57E ESP32 £ Station E= FEA,
o JHE Smart get wifi info Z;x SmartConfig BINFEENRI AP 28, Zfg ESP32 &4 iEHE AP, $TED

EiEIRE,
o SHE smartconfig connected wifi FRnMINEEE] AP, LRI RILAERS AT+CWSTOPSMART 12 1E
SmartConfig BHATEMIES . &, 7 SmartConfig T2 IBEZMITEMIiES .

AT+CWMODE=1
AT+CWSTARTSMART=3

4.2.16. AT+CWSTOPSMART—1{& 1t SmartConfig

AT+CWSTOPSMART

0K

o3t SmartConfig fINE &, #FiE1EA AT+CWSTOPSMART FRHUIRE 5 AHIANTE,

AT+CWSTOPSMART
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http://espressif.com/zh-hans/support/download/documents?keys=ESP8266+ESP-TOUCH+%E7%94%A8%E6%88%B7%E6%8C%87%E5%8D%97&field_technology_tid%5B%5D=20

@ 4. Wi-Fi IOEE AT 38

4.217. AT+WPS—i% & WPS Ih&E

AT+WPS=<enable>

OK

<enable>:

» 1 FFE PBC Z£AIR WPS
» 0: x4 PBC &I WPS

WPS IfgEnZifE ESP32 Station {#8ERYIE R FEMA .
o WPS 3245 WEP A,

AT+CWMODE=1
AT+WPS=1

4.2.18. AT+CWHOSTNAME —i% & Station BIFEHZFR *

TiiEe: BEIES:
AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>

Ihge: &1 ESP32 Station FIEHBFR. IhgE: 1% & ESP32 Station FIEHBFR.

+CWHOSTNAME : <host name> RN, R[O

0K 0K

WRAERHE ESPS2 Station B, MR S0 SR{BAE ESPA2 station 2, MR
+CWHOSTNAME : <null> ERROR

OK

<hostname>: FHLZIR, HELIFII2FEN

o RNEBENMREFE Flash, BEREKIREZINE.

o ESP32 Station BRIARIEN BRI “ESP_MAC #tlHE 3 METH7, Ha
+CWHOSTNAME : <ESP_A378DA>,

AT+CWMODE=3

AT+CWHOSTNAME="my_test"

4.2.19. AT+MDNS—i&& MDNS IpgE *

AT+MDNS=<enable>,<interface>,<hostname>,<service_name>,<port>

0K
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Espressif

4. Wi-Fi THEE AT 8%

¢ <enable>:
» 1: FF/= MDNS IhgE, FESHEEIAE
» 0 i MDNS Th8E, SRS HTRAE

Ui

N

\

Ui

* <interface>:
» 1: station
» 2: SoftAP
e <hostname>: MDNS EAHEZK
e <service_name>: MDNS RRE5EFR, ERLATRILFIA

e <port>: MDNS AR i%H O

¢ <hostname> 1 <service_name> TEEBESEMAIFHER (Hlal . [FS) .

AT+MDNS=1,1, "espressif","_iot",8080
HE
AT+MDNS=0, 1
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o B

5. TCP/IP 8% AT 8%

TCP/IP tB>< AT 8<%

5.1. TCP/IP }§$—% &

B
AT+CIPSTATUS
AT+CIPDOMAIN

AT+CIPDNS
AT+CIPSTAMAC
AT+CIPAPMAC
AT+CIPSTA
AT+CIPAP
AT+CIPSTART
AT+CIPSSLCCONF
AT+CIPSEND
AT+CIPSENDEX
AT+CIPCLOSE
AT+CIFSR
AT+CIPMUX

AT+CIPSERVER

AT+CIPSERVERMAXCONN

AT+CIPMODE
AT+SAVETRANSLINK
AT+CIPSTO
AT+CIUPDATE
AT+CIPDINFO
AT+CIPSNTPCFG
AT+CIPSNTPTIME

AT+PING

Espressif

DU
BIMEERER
192 ARITINEE
EIE X DNS fR5523%
RE ESP32 Station #J MAC it
IRE ESP32 SoftAP i MAC it
1% & ESP32 Station 9 IP it
IRE ESP32 SoftAP #Y IP it
#3I TCP 3%, UDP f&sl# SSL i
e & SSL Client
RIFEAE
REBIR, KENRBERE, HTBEIFR 0, WAEXHIE
3] TCP/UDP/SSL &4
TS IP Hbhit
REZEREL
%8 TCP fR% 23
%8 TCP RSB EB|BATFNTRAEEL
REBEEEL
RIFIEEERE] Flash
RE ESP32 B TCP FRES 23R AIABAT AT 5]
BT Wi-Fi FHRaE
EMEHRR, +IPD 2FIRAX I IP k0
IR BRI SNTP fRS583
#18 SNTP Fg]

Ping Ih8E
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5.2. TCP/IP {5< iR

AT+CIPSTATUS —EiNEEIZE R

5.2.1.

5. TCP/IP 18X AT $8<

AT+CIPSTATUS

STATUS : <stat>

+CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tetype>

e <stat>: ESP32 Station #EZORIAE

> ESP32 Station EiE3% AP, 3X15 IP hiit
ESP32 Station B3 TCP T UDP {£4
ESP32 Station W fi4& 13

ESP32 Station ZRi%E$#E AP
e <link ID>: WZEEZ ID (0~ 4), BTFZEENER

o <types: FEFHESEL, "TCP" TFE "UDP"

4
4
4

U AW N

e <remote IP>: FfFE, i IP ihilt
o <remote port>: LimiH{E

e <local port>: ESP32 Zsithif[11&
e <tetype>:

» 0: ESP32 EAEF iR
» 1: ESP32 fENRE 2R

5.2.2. AT+CIPDOMAIN—I3Z 2 ThRE

Espressif

AT+CIPDOMAIN=<domain name>

+CIPDOMAIN:<IP address>
0K

gE

ERROR

<domain names>: {HARMTAYIER

AT+CWMODE=1 // set Station mode
AT+CWJAP="SSID", "password" // access to the internet
AT+CIPDOMAIN="1iot.espressif.cn" // DNS function
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@ 5. TCP/IP 18X AT $8<

5.2.3. AT+CIPDNS—HEEX DNS R&E %

ThkE: BLBIEMA) DNS BRESE ke REEEN DNS 55
BigEe: REES

AT+CIPDNS? AT+CIPDNS=<enable>[,<DNS server®>,<DNS serverl>]

+CIPDNS:<DNS server®>

[+CIPDNS:<DNS serveril>] 0K

oK

e <enable> :

» 0 MEBEETEX DNS RSS2
» 1 EBEEEX DNS fRS5=5.

e <DNS server@s>: 55— DNS fR$528, ®JNE;

e <DNS serverl>: 28/ DNS fR$28, AINE,

o KIFERRTEE flash,

o XFIESL AT+CIPDNS=1 (BB FEEEE X DNS fR323, (BRIETS <DNS server> %) , MBRIME
FH "208.67.222.222" {F/y DNS PR528,

o XTI AT+CIPDNS=0 (BINMFREEE X DNS ARSS28), MEAIAMEMR "208.67.222.222" {EJ9 DNS iR
523, HH, E5BEHBTENIES, DNS RSB AEREEEHENEEFTX,

AT+CIPDNS=1,"208.67.220.220"

5.2.4. AT+CIPSTAMAC —i%E ESP32 Station $##[#Y MAC it

EWEL:
AT+CIPSTAMAC?

IfBE: &1 ESP32 Station #9 MAC ith
ik,

RERES:
AT+CIPSTAMAC=<mac>

IhEE: 1% E ESP32 Station 9 MAC bt

+CIPSTAMAC: <mac>
0K
0K

<mac>: FFEZSE, ESP32 Station A MAC ik

RNGEREFEI NVS XiF,

 ESP32 SoftAP I Station #) MAC it HAERE], B0 HIZE HE— MAC i,

ESP32 MAC bt B —NF 759 bit 0 REEX 1, BIE1, MAC HEUEBILAR "ta:..." BAREER "15:...",
 FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 J3EE MAC, Foik#t TiRE.

AT+CIPSTAMAC="18:fe:35:98:d3:7b"
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5.2.5. AT+CIPAPMAC—ixE& ESP32 SoftAP HJ MAC ithiit

BiES:
AT+CIPAPMAC?

IhgE: &8 ESP32 SoftAP #Y MAC ith
it

BEES:
AT+CIPAPMAC=<mac>

IhgE: 1R E ESP32 SoftAP fY MAC Hhiit,

+CIPAPMAC:<mac>

0K
OK

<mac>: FRIBSE, ESP32 SoftAP #J MAC ik

FIRERFE NVS X3,

ESP32 SoftAP I Station #9 MAC ittt FHAEE, BZ7NEHEIZENE— MAC b,

ESP32 MAC #IEEE—1F TR bit 0 TNEEA 1, Flal, MAC #BIERI B "18:..." (BREER "15:...",
 FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 }3Ei% MAC, Toik#EITIRE.

AT+CIPAPMAC="1a:fe:36:97:d5:7b"

5.2.6. AT+CIPSTA—i%& ESP32 Station A7 IP il

BigES: RERES:
AT+CIPSTA? AT+CIPSTA=<ip>[,<gateway>,<netmask>]

INRE: 18 ESP32 Station B IP bk, IfgE: 18 E ESP32 Station 89 IP it

+CIPSTA: <ip>

0K
0K

At o <ip>: FRFEH, ESP32 Station B IP ihilk
FE:

ESP32 Station IP & £ AP &, ZFAJAE1M,

e [<gateway>]: M*
o [<netmask>]: FIIELL

o MIRBRFEI NVS Xig,
o KNIFEIELS5IRE DHCP f9IES (AT+CWDHCP 27%1) EAEZZNG:

» IREFFS IP, M DHCP x41;
» IS E(FRE DHCP, NS IP TG
y UHEEINEENE,

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"
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5.2.7. AT+CIPAP—ig& ESP32 SoftAP Y IP ithiit

EIFIES: BEER:
AT+CIPAP? AT+CIPAP=<ip>[,<gateway>,<netmask>]
INRE: &8 ESP32 SoftAP A9 IP ithilt, INRE: i%E ESP32 SoftAP 9 IP ithtlt,

+CIPAP:<ip>,<gateway>,<netmask>

OK

OK

o <ip>: FIEER, ESP32 SoftAP HJ IP ik
e [<gateway>]: M=%

e [<netmask>]: FMIEG

o RNIRERTFZINVS X1,
o BHENMYSZHF C £ P Hhik,
o KIREEL5IRE DHCP BIES (AT+CWDHCP R3I) EAESIN:

» 1EBES IP, N DHCP %4;
» IREFRE DHCP, MIEFE IP TR
» UERERNIRENE,

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

5.2.8. AT+CIPSTART—#23I TCP % ##, UDP {54y SSL &

B3I TCP &%
TCP E5YE$E (AT+CIPMUX=0) AT : TCP Z¥E3E (AT+CIPMUX=1) AT :
AT+CIPSTART=<type>,<remote IP>,<remote AT+CIPSTART=<1l1ink ID>,<type>,<remote
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]

OK

e <link ID>: WZEREZ ID (0 ~4), BT ZEENER

o <type>: FRIBSH, EHEER, "TCP", "UDP" S "SSL"

e <remote IP>: FRIBSEL, nim IP bk

o <remote port>: ifiHS

e [<TCP keep alive>]: TCP keep-alive TUMAYIE], BRIAXHILLINEE, BINBITIREFBLLINEE

» 0: X[F] TCP keep-alive IhEE
» 1~ 7200 (UNETSE], $AIAH 1s
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// If the TCP connection is established, it will prompt message as below

[<link ID>,] CONNECT

// If the TCP connection ends, it will prompt message as below

[<link ID>,] CLOSED

EINEIER TCP &S, FF/2 keep-alive INEE.

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000

FHESETXE 9 & AT 5L ERTM.

337 UDP 155

PSR (AT CIPMUX=0) B LB, (AT+CIPMUX=1) B :

AT+CIPSTART=<link ID>,<type>,<remote
IP>,<remote port>[,<UDP local port>,<UDP
mode>]

AT+CIPSTART=<type>,<remote IP>,<remote port>[,
(<UDP local port>),(<UDP mode>)]

0K

o <link ID>: R45EHZ ID 0 ~ 4), BT ZEZROER

o <type>: FRIHBSEL, EHEEE, "TCP", "UDP" L "SSL"
o <remote IP>: FFESEL, ilm IP ot

* <remote port>: Liminm 1S

e [<UDP local port>]: UDP ZKihim[]

* [<UDP mode>]: UDP fERfNEM, &HiEE, MnFA O

y 0 WRIBIER, TAEXRIRER, BIAMERNO
» 10 WEIEERS, BE—RTmE R
y 20 RBEIRIERE, SEnin B n

A CEE:

{#F3 <UDP mode> WAZMSGIES <UDP local ports,

// If the UDP transmission is established, it will prompt message as below
[<link ID>,] CONNECT
// If the UDP transmission ends, it will prompt message as below

[<link ID>,] CLOSED

AT+CIPSTART="UDP","192.168.101.110" ,1000,1002,2
HFHIESEE 9 B AT 152MERARAI.

$1I SSL &

- AT+CIPSTART=[<link ID>,]<type>,<remote IP>,<remote port>[,<TCP keep alive>]
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0K

o <link ID>: WZERE ID (O ~ 4), BT ZEENER

o <type>: FRFHSEL, EHEER, "TCP", "UDP" B "SSL"

o <remote IP>: FFESEL, imls IP bt

* <remote port>: Liminm 1S

o [<TCP keep alive>]: TCP keep-alive (TUMETY(E], BAIAKHILLINGE, ZEINBITIREFSIINEE

» 0: X[F] TCP keep-alive THEE
» 1~ 7200 (UNAETE], LR 1s

// If the SSL connection is established, it will prompt message as below
[<link ID>,] CONNECT

// If the SSL connection ends, it will prompt message as below

[<link ID>,] CLOSED

o SSLEBEEHARZTE, NRTEARE, =SHARER.

o FEINEBIE SSLEIZAT, FF/E keep-alive INEE,

AT+CIPSTART="SSL","iot.espressif.cn",8443

5.2.9. AT+CIPSSLCCONF—Eg& SSL Client *

AT+CIPSSLCCONF=<type>,<partitions>

OK

o <types: JAMFAT

» 0 RHEATIAIE

» 1: fN#E cert # private key, LAfH server JAIE
» 20 hNEL CA, A server BY cert F private key
» 31 WEIAIE

e <partitions>: FHEIEPMDX, FHER at_customize.bin, B]ZE ESP32_Customize Partitions.

» 11 INIFRYIEPBEET client_cert . client_key # client_ca %X
» 20 INIERSIEBTEAET server_cert . server_key 1 server_ca 95X

o MFREANIES, BAEEIL SSL EZ B,

o KIRERFE flash NVS BXIF, 2R AT+SAVETRANSLINK SELIREN SSLEE, MATHLEER,
SSL ERSIRIEAREC B AT EE.

AT+CIPSSLCCONF=3,2
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5.2.10. AT+CIPSEND — & i%£iE

Espressif
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BEEL:

1. BIESERS: (+CIPMUX=0)
AT+CIPSEND=<length>

2. ZIEER: (+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

3. WNRZ UDP {£%), AJAIREIxis IP Mk -

AT+CIPSEND=[<link ID>,]J<length>[,<remote
IP>,<remote port>]

Theg: EEBEHREDIN, RERZIENKE.

WATIES:
AT+CIPSEND
Ihee: AR, FFiaRiEE.

RIFTEE REEIE.
WEILE &S L EAIRITIRE >, AEFHEEKEOBIE, 5
HHERER length WARXEIE, HEEBHESIEN, F

BHF—FKATHEZ,
ANRREBILERSERBMT, RO
ERROR

NRBIERIERLTN, RE:

SEND OK

ANREIERER, &ME:

SEND FAIL

WEILba < B HRITIRE >,
BENBERARERIE, SEHRA 2048 F73,
FEBEHIEU 20 ms BIRES.
HRANRR—E +++ B, IREEE AT 15O
Ho RE +++ BREBEZN, BEDER 1 WER
T—& AT,
RELDIETBERRANRRER TMER.

#7 UDP %1%, 84 AT+CIPSTART 2% <UDP
mode> WATA 0,

e <link ID>: MZEEZID S (0~ 4), AT ZEENE
R

o <length>: FFSE, RALAFENKE, BAK
ER 2048

* [<remote IP>]: UDP fEHiA]LIR E XTI IP

o [<remote port>]: UDP &4 A] A% & 3 il

HHESEE 9 & AT 18 ERTH.
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5.2.11. AT+CIPSENDEX — &% EiE

RERS:
1. BEREAT: (+CIPMUX=0)
AT+CIPSENDEX=<length>
2. ZIEER: (+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>
3. WRZ UDP &5, PIDLRE RS IP MmO :
AT+CIPSENDEX=[<link ID>,]<length>[,<remote IP>,<remote port>]
ERINAE: AT BERELN, RBEREBIBNKE.
RIFEERENEIE.
R A< ERMITIRE >, AEFIREWRSEOHE, SBERER length IEBEIFR \0 K, KX
1.
WNRAREIDERSOEERBI A, IR
ERROR
MREUBAERLID, R
SEND OK
MR RIERY, RE:
SEND FAIL

o <link ID>: REEE DS (0-~4), ATFZEENER

o <length>: MFSH, RAREFIENKE, FAKEN 2048

o HEIWEUEKRER length EBEIFR \0 i, RFEEYE, EIHEBESEN, FHETT—FATESL.
o BFPUIEARIE\0, BHEX 1 \\0,

5.2.12. AT+CIPCLOSE— %4 TCP/UDP/SSL &%

RERS (ATZEERNBER) ¢
AT+CIPCLOSE=<link ID>
IhRE: 3XFH) TCP/UDP &4,

TS (BT RERNER) ¢
AT+CIPCLOSE

OK

<link ID>: BEXHREZID S, HIDRNSH, XHMBEE.

// When connection ends, it will prompt message as below

[<link ID>,] CLOSED
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5.2.13. AT+CIFSR—Z&ifjZxith IP tthiik

AT+CIFSR

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address>
0K

<IP address>:

ESP32 SoftAP #J IP it
ESP32 Station #9 IP bt
<MAC address>:

ESP32 SoftAP 89 MAC ihilk
ESP32 Station #9 MAC it

ESP32 Station IP &% £ AP 5, 7 A&,

5.2.14. AT+CIPMUX —i88 2 &%

REIES
AT+CIPMUX=<mode>

TheE: IREERER,

BiES:

AT+CIPMUX?

+CIPMUX: <mode>

0K
0K

<mode>:

» 00 BIERIEN
y 1 ZEREL

o BUADERER

o RBEIEE(EIEL (AT+CIPMODE=0), 7 EEIRE NS ERE;

o WIDRBERRUNBERT, REEEER;

o WIREILT TCP BRSSE:, BUMRNEERE, DIKHIRSSES (AT+CIPSERVER=0), FRSZEF(TIFZER,

AT+CIPMUX=1
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BEES:
3 =5 AN -
S AT+CIPSERVER=<mode>[,<port>][,<SSL>,<SSL CA
AT+CIPSERVER? enable>]

Ihee: RERS=:.

+CIPSERVER:<mode>,<port>,<SSL>,<SSL CA enable>
0K
0K

<mode>:

» 00 KARSE
» 1 EBIRRSER

[<port>]: WHESE, w=S, EAIAN 333,
[<SSL>]: 744 “SSL”, FBT#3L SSL RS5EE.
[<SSL CA enable>]:

» 00 RMEM CAINILE
» 10 £/ CAIAIE

// If the connection is established, it will prompt message as below
[<link ID>,] CONNECT
// If the connection ends, it will prompt message as below

[<link ID>,] CLOSED

o ZIERIBNT (AT+CIPMUX=1), 7T BEFFEARSS%R.
o BIERSERE, BohEIRSHERA.
 SEEPIREN, ZENER—TEEZID,

o 3237 TCP RBR
AT+CIPMUX=1
AT+CIPSERVER=1, 80

o {37 SSL fR%E:
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL",1

5.2.16. AT+CIPSERVERMAXCONN—iZBiRSZ A IFEIMNREEE

EiiEL: REER:

AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<num>

IheE: EWRSH[AVFRIINERERE. heE: RERSS[AVFRINEKRERI

+CIPSERVERMAXCONN: <num>
OK
0K
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<num>: BRSZSEBRIFRIUMRAEERE, BUETEE: [1, 5],

UFREEKNERLY, BFEIERSHZHNRE.

AT+CIPMUX=1

AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

5.2.17. AT+CIPMODE—ig & &iE{

SRS REES
AT+CIPMODE? AT+CIPMODE=<mode>
TheE: B, TheE: REERE.

+CIPMODE : <mode>

0K
0K

<mode>:

» 00 EEEEEN
» 10 BERI, X528 TCP/SSL 823&E A UDP ElE @ EXiRAIER

o KIFENMREE Flash,

o BERIERI, MREZMT, ESP32 AERUEE, HWIHRMEAN ++ BEERE, WELEE;
EREREANAREE, RTERITT,

s WiFi &5 BLE IDRETIEHRSF, B, (EREBEIRIZAT, XM BLE INAE (AT+BLEINIT=0) .

AT+CIPMODE=1

5.2.18. AT+SAVETRANSLINK —{®77i&E{&%l Flash

RZEE (TCP B3%$E) 2l Flash

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep alive>]

0K
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® <mode>:

» 0 BUBFHLBE
» 1 RIFFIENEERR

e <remote IP>: itif IP BEBEA

e <remote port>: Timif ]

o [<type>] (EIESHEL) : TCP, SSL Iy uDp, TREEAIAN TCP

e [<TCP keep alive>] (JEIES#1) : TCP keep-alive {iUll, TREZRIAXFLLINEE

» 0: FX[f] TCP keep-alive IRE
» 1~ 7200 {UNAT[E), BN

o FNRBERBEEFENIEILR TCP EEIIRFE NVS X, TR LB BENEL TOP EEHHENERE.
o RT|mim IP, IwONERSIE, RREMEIBEREFE Flash,

AT+SAVETRANSLINK=1,"192.168.6.110" 1002, "TCP"

fR17iE1E (UDP &%) Zl Flash

AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP local port>]

0K

°* <mode>:

» 0 BUBTHLERE
y 1 REFFIENEERR

e <remote IP>: i IP

e <remote port>: TifiH

e <type>: UDP, BREZRIAN TCP

e [<UDP local port>] (WEEZER) : FAEHN UDP EHIAT, {#/AA9AHIGEO

o RNRBEREEENEIR UDP ERISRFE NVS X, TR EBBNEY UDP EHmFAHENEE,
o RE@if IP, IWOMNHREFEIE, FREMIBRTFE Flash.

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP",1005

RIFIEE (SSL BiEHE) F Flash *

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep alive>]

0K
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® <mode>:

» 0 BUBFHLBE
» 1 RIFFIENEERR

e <remote IP>: iZi IP Si&EHA

e <remote port>: Timif ]

o [<type>] (IEIESER) : ssSL, BRBBRINN TCP
e [<TCP keep alive>] (JEIES#1) : TCP keep-alive {iUll, TREZRIAXFLLINEE

» 0: FX[f] TCP keep-alive IRE
» 1~ 7200 {UNAT[E), BN

o RNRBERBEEFENTIEIH SSL EFIRFE NVS X, TR EEBEMREIL SSLERHHNEE,

o RE\Ezin P, wWONENEIE, NREMEMRTFE Flash,

AT+SAVETRANSLINK=1,"192.168.6.110",443,"SSL"

5.2.19. AT+CIPSTO—i%X & TCP RS 23BAT AT (8]

B
AT+CIPSTO?
ThEE: i TCP BRSSEEIATIAL,

IREES
AT+CIPSTO=<time>

IheE: RE TCP ARSS=31BAYRY(E],

+CIPSTO: <time>
0K

0K

<time>: TCP ARSZ2%EBATAT(E), BUESEME O ~ 7200s,

e ESP32 {E TCP fR$58:, WA —ENBEEEZRBN TH TCP BFIHEE.
o WIRIZE AT+CIPST0=0, MIFKITASIBAS, FEVGIFEIRE.

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

5.2.20. AT+CIPSNTPCFG—igE&RJ15F] SNTP fR5353

B

AT+CIPSNTPCFG?

REES:

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP
server®>,<SNTP serverl>,<SNTP server2>]

+CIPSNTPCFG:<enable>, <timezone>,<SNTP
server®>[,<SNTP serverls>,<SNTP
server2>]

0K

0K
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e <enable> :

» 0: SNTP K{FgE;
» 1: SNTP {#gE,

o <timezone>: FYiE, SBE: [-11,13]; & SNTP {f8E, WSENE; &N, THES;
e <SNTP server®d>: 55— SNTP R552s, RIANE;
e <SNTP serverl>: 5/ SNTP RSBz, RINE;

o <SNTP server2>: =" SNTP fR5528, mIRiHE,

IREIBSHERIEE SNTP server, MELIAER "cn.ntp.org.cn", "ntp.sjtu.edu.cn","us.pool.ntp.org"

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn","us.pool.ntp.org"

5.2.21. AT+CIPSNTPTIME—&1if] SNTP B8]

AT+CIPSNTPTIME?

+CIPSNTPTIME : SNTP (8]

OK

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"
0K

AT+CIPSNTPTIME?

+CIPSNTPTIME :Mon Dec 12 02:33:32 2016

0K

5.2.22. AT+CIUPDATE—i&@id Wi-Fi A ER

MATHES: RERES:
AT+CIUPDATE AT+CIUPDATE=<ota_mode>[,<version>]
Ihee: WMATEBER. Ihee: IREFAREL TR,

+CIPUPDATE : <n>
0K

/I F R BER RPN T -

<n>
» 1 WEIRRSSSS
» 20 MRSBHEWRAER; MRIEERETER, WL E
» 3 RIGMGRAER: WRIEERATR, WIS E
» 4 THATER
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<ota_mode> :

» 0 TEAR
none » 1: SSLFAR

[<version>] : MBS, FIIEEMAHITAE, WKREE,
MFRERIARRAS

o ARIEBETREZGNEFR, BREER.
s ARKMEIRR ERROR, 1B OESR,

o EHETRFRZIEMM AT BIN (lesp-idf/bin/at), 735G M Espressif Cloud &k AT B{4FHR .,

o ERFPBTHEIZ AT BRI, NIBEEITLI AT+CIUPDATE I8 HITHRINAE, REIRMHAMTHRA Demo
RS2 (lesp-idffexample/at) .

o FFETLAET menuconfig Fo & KA SSL AR, IEMESEREXET “OTA AR,
o FENFR AT BEE/G, AP AT+RESTORE MRE W 8 E, |IWEW.

5.2.23. AT+CIPDINFO — UMK IR 2 B R xtim IP FixO

AT+CIPDINFO=<mode>

OK

<mode>:

» 00 ARSI IP MK
y 1 BRXS IP AR O

AT+CIPDINFO=1

5.2.24. +IPD—31EUL B EUE

BEEAY: ZERAY:

(+CIPMUX=0)+IPD,<len>[,<remote IP>,<remote (+CIPMUX=1)+IPD,<link ID>,<len>[,<remote
port>]:<data> IP>,<remote port>]:<data>

IS AT BIESEN AR, ESP32 EHIKEINKBEIEN S &% +IPD FIEUE.

o [<remote IP>]: MABEN I IP, EIHES AT+CIPDINFO=1 {FEER T
e [<remote port>]: MZBEXNIHIRC, FHIES AT+CIPDINFO=1 {$8E
e <link ID>: UREIMLZEREZN ID S

o <len>: BUEKE

e <data>: UREIRIERIE
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5.2.25. AT+PING—Ping Ih&E

AT+PING=<IP>

INRE: ping INAE.

+PING:<time>
0K

£

+PING: TIMEOUT

ERROR

o <IP>: FRFHSH, P

o <times: ping M AT(E]

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"
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> B3

6. BLE AT 1§

BLE tHx AT 1§<

6.1. BLEES—5BER
ES
AT+BLEINIT
AT+BLEADDR
AT+BLENAME
AT+BLESCANPARAM
AT+BLESCAN
AT+BLESCANRSPDATA
AT+BLEADVPARAM
AT+BLEADVDATA
AT+BLEADVSTART
AT+BLEADVSTOP
AT+BLECONN
AT+BLECONNPARAM
AT+BLEDISCONN
AT+BLEDATALEN
AT+BLECFGMTU
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP
AT+BLEGATTSSRV
AT+BLEGATTSCHAR
AT+BLEGATTSNTFY
AT+BLEGATTSIND
AT+BLEGATTSSETATTR
AT+BLEGATTCPRIMSRV

AT+BLEGATTCINCLSRV

Espressif

BLE ##a1t

%8 BLE 1&&H#E

& & BLE IR& BN

% E BLE A5
{F8E BLE 1318

1 E BLE 13N,
1% & BLE [ 124

®E BLE [ BHUE
FH4A BLE [ #&

459 BLE [ 1%

#£17 BLE %%

B3 BLE EiES
Wi FF BLE &Ei%

®E BLE EEKE
RE BLE MTU (9K fE
GATTS BlIZRRSS
GATTS FF/ERRSS
GATTS X HBRSS
GATTS ERSS
GATTS E1fRRSBHHE
GATTS BAHIBRSHHLE
GATTS 18RS HHEE
GATTS 1R BERRSIFILE
GATTC RINEARRRS

GATTC RIBIERS
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AT+BLEGATTCCHAR
AT+BLEGATTCRD
AT+BLEGATTCWR
AT+BLESECPARAM
AT+BLEENC
AT+BLEENCRSP
AT+BLEKEYREPLY

AT+BLECONFREPLY

| FE:

e % BLE SPEC (HEISZ#FH Core Version 4.2) :

GATTC EifRRFSHHE
GATTC ZENARSHFEE
GATTC BRRSHFEE
% E BLE SMP 3%}
FFIA BLE Fo3d

1% E BLE BCXINaiy;

£ BLE E3d724R

[B12 BLE BEX45 R

6. BLE AT 1§

o BLE IhgES WiFi BET AR, Htk, 772 BLE TheEzmi, iBHaIA WiFi BfEE2 <4 (AT+CIPMODE=0) .
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6.2. BLE [E<#ER

6.2.1. AT+BLEINIT—BLE #1414t

BHEe: BEIES:
AT+BLEINIT? AT+BLEINIT=<init>
Inge: &if) BLE 2EHE. TheE: 188 BLE MliatkAE.
905 BLE R#tatt, NEERE
+BLEINIT:Q
0K
0K
90 BLE Eaft, NEWRE
+BLEINIT:<role>
0K
<init>:

» 0 J¥H BLE, X4 BLERF*
» 1: client role
» 2: server role

* M BLEMEX AT 8<81, MIAARARIRENES, YA BLEBE,

* BLE BEWiatt/e, TeEEERR, WHBRMBE, FTEIHH AT+RST /5, E AT+BLEINIT=0 jE1H
&, EFRTIRE.

o FE{HF ESP32 fEJ server:
» F|IER at_customize.bin 1 service bin, FHEE IS E ESP32_Customize_Partitions ,
» ANMEIARY service bin XfF, 1EZE esp32-at/tools/readme.md,
» service bin XHAHRGEFEIIE, T esp32-at/at_customize.csv F ble_data XYL,

AT+BLEINIT=1

6.2.2. AT+BLEADDR—i%& BLE ig &ttt

BHIES WEEL:

HiEiE<:

AT+BLEADDR? AT+BLEADDR=<addr_type>, <random_addr>
+ ?

IheE: IRE BLE &ML, BRIGIFRE

IHRE: &8 BLE 1&&HRY public address,
random address,

+BLEADDR :<BLE_public_addr>
0K
0K

<addr_type>:

» 0 public address
» 1: random address
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o BHHIMYZIFEN public address, {XZ3FI&E random address,
e random address R\ S ™MD bit ML 1, ¥R S E BLE spec,

AT+BLEADDR=1,"08:7f:24:87:1c:f7"

6.2.3. AT+BLENAME—i%E BLE ig& &R

EWES: RERES
AT+BLENAME? AT+BLENAME=<device_name>
Iheg: &1 BLE IR&EEMR, Iheg: 18E BLE R&EEM,

+BLENAME : <device_name>
OK

0K

<device_name>: BLE IZ&E &R

o ENARERMN “BLE_AT",

o RNIERIRBIIREEZM, BEEEI BLE BZvE, MNIHREERE, EHEZTIRENE GAP
service |1 device name characteristic B9{8, 1¥1515 0 BLE core v4.2 vol.3 part C 12.1,

o MRBFEEIME BENBIIRERR, WFEEEI AT+BLEADVDATA IRE.,

AT+BLENAME="esp_demo"

6.2.4. AT+BLESCANPARAM—i%E BLE 13{#HZ

REES

AT+BLESCANPARAM=<scan_type>,<own_addr_type>,
<filter_policy>,<scan_interval>,<scan_window>

WS
AT+BLESCANPARAM?

+BLESCANPARAM: <scan_type>, <own_addr_type>,
<filter_policy>,<scan_interval>,<scan_window> | gy

0K
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<scan_type>: 13RI

» Q@ passive scan
» 1: active scan

<own_addr_type>: iR

» 0@ public address

» 1: random address

» 2: RPA public address
» 3: RPA random address

<filter_policy>: FF¥EITIE A

» 0: BLE_SCAN_FILTER_ALLOW_ALL

» 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

» 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

» 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

<scan_interval>: 3HEEI[R

<scan_windows>: IF¥EEO

o PHEEONETREATHHEERE

AT+BLEINIT=1

AT+BLESCANPARAM=0,0,0,100,50

6.2.5. AT+BLESCAN—{#8E BLE 133

BEES
AT+BLESCAN=<enable>[,<interval>]
IheE: MATHHE.

+BLESCAN:<addr>,<rssi>,<adv data>,<scan_rsp_data>

OK

<enable>:
» 0 E1EHE
» 10 FFEREE
[<interval>]: EESH, HLEFMWATE, B &
»y FIREBEIEFM, <interval> THEIEE;
» HRBEFFREMH,
- #& <interval> J O SR, 2 AT+BLESCAN=1,0 B AT+BLESCAN=1 R IFLE1IH;
- F& <interval> NA 0, 50 AT+BLESCAN=1,3 X/ 8 W EEIGER, REFEER,

AT+BLEINIT=1 // #J4A1t client

AT+BLESCAN=1 // FFEA133

AT+BLESCAN=0 // #Z55R434H
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6.2.6. AT+BLESCANRSPDATA—i%E& BLE {3tk

6. BLE AT 1§

REES:
AT+BLESCANRSPDATA=<scan_rsp_data>

IHRE: 8E BLE 138NN,

OK

<scan_rsp_data>: NN, SR HEX F&, Hla0, REFHEINA R 0x11 0x22 0x33 0x44
0x55, MIIZEIES 9 AT+BLESCANRSPDATA="1122334455"

BB ST NSEARKER 31 F15,

AT+BLEINIT=2 // #8815 server

AT+BLESCANRSPDATA="1122334455"

6.2.7. AT+BLEADVPARAM—igZE& B

BiEL:
AT+BLEADVPARAM?
heE: B ESH,

RS

AT+BLEADVPARAM=<adv_int_min>,<adv_int_max>,
<adv_type>,<own_addr_type>,<channel_map>
[,<adv_filter_policy>,<peer_addr_type>,<peer_a
ddr>]

+BLEADVPARAM: <adv_int_min>,<adv_int_max>,<adv
_type>,<own_addr_type>,<channel_map>,<adv_fil
ter_policy>,<peer_addr_type>,<peer_addr>

0K

0K
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<adv_int_min>: S/ FEEIFE, BUESERE: 0x0020 ~ 0x4000

<adv_int_max>: FA[ $EEIIR, EVESEE: 0x0020 ~ 0x4000

<adv_type>: IEEES]

» @ : ADV_TYPE_IND

» 1: ADV_TYPE_DIRECT_IND_HIGH
» 2 : ADV_TYPE_SCAN_IND

» 3 : ADV_TYPE_NONCONN_IND

<own_addr_type>: BLE b8 #Y

» O : BLE_ADDR_TYPE_PUBLIC
» 1 :BLE_ADDR_TYPE_RANDOM

<channel_map>: | 1&E18

: ADV_CHNL_37
: ADV_CHNL_38
: ADV_CHNL_39
* ADV_CHNL_ALL

[<adv_filter_policy>] (EIESE) : IiEesHN

v v v v
N AN

: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

[<peer_addr_type>] (EIESEN) @ 3375 BLE thiifzEH)

» 0 : PUBLIC
» 1 : RANDOM

[<peer_addr>] (GEESHE) : X775 BLE ihilt

v v v v
WN P

<adv_filter_policy>,<peer_addr_type>,<peer_addr> = NSHERENGRE, SEEMNIEE.,

AT+BLEINIT=2 // #8819 server

AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"

6.2.8. AT+BLEADVDATA—iI®E BLE [ iB&UE

RERES:
AT+BLEADVDATA=<adv_data>
IhRE: IRE BLE [ HBEUE,

0K

<adv_data>: [ IEEURE., SECLlRN HEX &, Fla0, RET EEHUE 0x11 0x22 0x33 0x44 0x55, NI
1ZEIES N AT+BLEADVDATA="1122334455"

[TEERAKER 31 F7,

AT+BLEINIT=2 // #JtA1t server

AT+BLEADVDATA="1122334455"
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6.2.9. AT+BLEADVSTART—FHi BLE [ 1%

MATHES:
AT+BLEADVSTART
ThRE: FHA BLE #&.

0K

7

o EFRIBE[HESE (AT+BLEADVPARAM=<adv_parameters) , M{EBBRIATIESEG

o ERIGEI IBEUE (AT+BLEADVDATA=<adv_data>) , MIEZEE 0 HUEE.

AT+BLEINIT=2 // #8819 server

AT+BLEADVSTART

6.2.10. AT+BLEADVSTOP—%%R BLE [ %

MATHES:
AT+BLEADVSTOP
TheE: ZER BLET #&.

0K

7
ETMal &/, MINEN BLE EER, WZEmMERBLET &, THBEMAER.

AT+BLEINIT=2 // #8819 server

AT+BLEADVSTART
AT+BLEADVSTOP

6.2.11. AT+BLECONN—Z#237 BLE %312

EiiES: REIES
AT+BLECONN? AT+BLECONN=<conn_index>,<remote_address>
Ihee: &8 BLE &%, INEE: 237 BLE %%,

+BLECONN: <conn_index>,<remote_address> oK

0K EEEMINEY, NIRRT

EAREILERE, WAESR <conn_index> +BLECONN: <conn_index> , <remote_address>
<remote_address>

<conn_index>: BLE %S, HRIRXHF index 5 0 MR ERE, FLBIEMEITSER

<remote address>: ¥J75 BLE 1&#&ihilt
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AT+BLEINIT=1 // #J%A1t)9 client

AT+BLECONN=0,"24:00:c4:09:34:23"

6.2.12. AT+BLECONNPARAM — & ¥ BLE %&£5%

EWES:
AT+BLECONNPARAM?

INRE: i) BLE HIES L,

RS

AT+BLECONNPARAM=<conn_index>,<min_interval>,<
max_interval>,<latency>,<timeout>

IneE: X BLE EESH.

+BLECONNPARAM: <conn_index>,<min_interval>,<max
_interval>,<cur_interval>,<latency>,<timeout>

0K

OK/FERERW, BRWEMEERSH
MREHFHRM, BERT

+BLECONNPARAM : <conn_index>,-1

<conn_index>: BLE &% S,
<min_interval>:
<max_interval>:
SpnEEElR

<latency>: BJ3E, EW{ESERE: 0x0000 ~ OxO1F3

<cur_interval>:

<timeout>: RS, EUESBE: 0x000A ~ 0x0C80

HRIRXHF index 9 0 RS
=/ \ERERE, BUESEE: 0x0006 ~ 0x0C80

BAEEZEINE, BUESERE: 0x0006 ~ 0x0C80

RIELERITRIER, FENSF BLE client EFTERSEL

AT+BLEINIT=1 // #8815 client

AT+BLECONN=0, "24:Qa: c4:09:34:23" // 3 BLE %E#

AT+BLECONNPARAM=0,12,14,1,500 // BT BLE &5

6.2.13. AT+BLEDISCONN—KfFF BLE %1

BEES:
AT+BLEDISCONN=<conn_index>

Ihee: WAFF BLE &,

+BLEDISCONN:<conn_index>,<remote_address>

0K

<remote_address>: XJ 75 BLE 1&& it

<conn_index>: BLE &S, HEIREH index v 0 BB EE
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AT+BLEINIT=1 // #J%A1t)9 client

AT+BLECONN=Q, "24:0a:c4:09:34:23" // ¥1I BLE &iE

AT+BLEDISCONN=0 // liFF BLE %E#

6.2.14. AT+BLEDATALEN —i% & BLE #iEEKE

REES:
AT+BLEDATALEN=<conn_index>,<pkt_data_len>
IhRE: IR E BLE #UIEBKE,

0K

<conn_index>: BLE &S, HEIREHF index v 0 B EE
<pkt_data_len> : FIEBKE, BUEEE: 0x001b ~ 0x00fb
EESET BLE 1B1E, TEEREWIRERE.

AT+BLEINIT=1 // #)3&1tH client

AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0,30
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6.2.15. AT+BLECFGMTU—i&& GATT MTU Y E

BEES:

AT+BLECFGMTU?

REIES
AT+BLECFGMTU=<conn_index>,<mtu_size>

IHRE: &8 GATT (Generic Attribute Profile) MTU AY .
Re ( ) IhRE: 1&E GATT MTU BIKE,

ﬁgo

+BLECFGMTU: <conn_index>,<mtu_size>
o« oK //EL BRI

<conn_index>: BLE EI%S, HBEIRZH index A 0 BEEE

<mtu_size> @ BLE RAEHMSBTHKE

* (X BLE client ¥R & GATT MTU K&, FEBTESEI BLE &EE, 7F8ERE MTU KE,

o RSN MTU KEZEZXINE, REIESIRE OK NRREXNE MTU, B, #BKER—TE
W, BNGEEE, FASINIES AT+BLECFGMTU? ISR MTU K&,

AT+BLEINIT=1 // #3815 client

AT+BLECONN=0, "24:12:5f:9d:91:98" // ¥&17 BLE &%

AT+BLECFGMTU=0, 300

6.2.16. AT+BLEGATTSSRVCRE—GATTS llZiks5

MITIES:
AT+BLEGATTSSRVCRE
ThHEE: GATTS BIERRRSS .

0K

7

* {3 ESP32 fEA server BIEEARSS, EKJEF service bin SX4Z| Flash H1,
» WA AL service bin XX, 155%E esp32-at/tools/readme.md.,
» service bin SXERYIEFILE, T esp32-at/partitions_at.csv FA ble_data 3R A9,
o ESP32 {F) server RZ7E#IIAML MG, RETRIEMARSS. BLE EEEIE, TEBIRRS.

AT+BLEINIT=2 // #3810 server

AT+BLEGATTSSRVCRE
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6.2.17. AT+BLEGATTSSRVSTART—GATTS HEHRS

HATIES: wEES:

AT+BLEGATTSSRVSTART AT+BLEGATTSSRVSTART=<srv_index>
IhEE: GATTS FBEEARS. IhEE: GATTS AERIEERS.

0K

b <srv_index>: BRZHFS, M 1 RBIAEIL,

AT+BLEINIT=2 // #¥)¥&1t server

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

6.2.18. AT+BLEGATTSSRVSTOP—GATTS {21EARSS

MITHES: wRERES:

AT+BLEGATTSSRVSTOP AT+BLEGATTSSRVSTOP=<srv_index>

INRE: GATTS 2L RS, INRE: GATTS EIERIEERS .

OK

b <srv_index>: BREZFS, M 1RIABIE,

AT+BLEINIT=2 // #)3A1LA server
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

6.2.19. AT+BLEGATTSSRV—GATTS & IlARSS

TR
AT+BLEGATTSSRV?
ThEE: GATTS BIURS.

+BLEGATTSSRV: <srv_index>,<start>,<srv_uuid>,<srv_type>

0K
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<srv_index> @ PREZFEES, M 1 e

<start>

» 0: BRSSAKIIA
» 1: RSETTE

<srv_uuid> : ARZSAY UUID
<srv_type> : BRSSRUZEEY

» 0 RERS
» 1 HERS

AT+BLEINIT=2 // #¥)3&1t7 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

6.2.20. AT+BLEGATTSCHAR—GATTS &I IRZ 41T

BiES:
AT+BLEGATTSCHAR?
THEE: GATTS RUUBRZSHFIE.

/I TFRSFIHER, ERuT:

+BLEGATTSCHAR: "char",<srv_index>,<char_index>,<char_uuid>,<char_prop>
I TFHARER, ERUT:

+BLEGATTSCHAR: "desc",<srv_index>,<char_index>,<desc_index>

0K

<srv_index> @ BRZFES, M 1 EI81EIE

<char_index> @ BRSHFIEINFS, M 1 EIAER

<char_uuid> @ PBRSBHFAERT UUID
<char_prop> : ARSBHFMERIEM
<desc_index> : HHEARGES

<desc_uuid> © $HIEHIATFAY UUID

AT+BLEINIT=2 // #)3A1LA server
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?
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6.2.21. AT+BLEGATTSNTFY —GATTS @41ARZ 43I &

REIES:
AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length>

ThEE: GATTS BAIRRSSIFILIE.

Rt e < EIRITIRE >, AETTREEESEOLE, SEIERER <length> B, HATEAERNE.

HBARIERLT, MR 0K

<conn_index>: BLE &E%S, HEIRZHEF index 7 0 A9 IERE:
<srv_index> : PREZFES, HIES AT+BLEGATTSCHAR? EIAP]1E
<char_index> : RRSBIFENFS, HIES AT+BLEGATTSCHAR? B A5

<length> @ ¥IEKE

AR notify BB, AP BAISERX BT 9.5 BLE AT R,
AT+BLEINIT=2 // #3819 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART // FHIAI 8, 45 client JE#:, HECEIZUL notify
AT+BLEGATTSCHAR? // BB 58 3F notify HISFAE

/510, {£F 3 SAREM 6 SHHEBAIKER 4 HEUE
AT+BLEGATTSNTFY=0,3,6,4

/RR > TSE, WA 4 FOEIERNE, fia "1234"

6.2.22. AT+BLEGATTSIND—GATTS & RIRZISHIEE

BEIES:
AT+BLEGATTSIND=<conn_index>,<srv_index>,<char_index>,<length>

IRE: GATTS 3ERARSISILE.

R AL EIRITIRE >, RETHARKSEOHIE, SBIERER <length> Y, HATIERERE,

BIETRERTN, NI 0K

<conn_index>: BLE EiES, HBIRXIF index B 0 BB ER
<srv_index> @ BRSFS, HIES AT+BLEGATTSCHAR? B RIS
<char_index> : RRSBIFENFS, HIE<S AT+BLEGATTSCHAR? EiHF]15

<length> @ HIEKE
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BARR indicate B9 B8R, 1#MSBAISEEX BT 9.5 BLE AT iR,

AT+BLEINIT=2 // ¥)3&1t server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART // FHIAl 18, %545 client iE#:, client iniEi&fE, WiZIRE UL indication
AT+BLEGATTSCHAR? // BB IF indicate RI4FAE

/BIEn, £ 3 SIREM 7 SHHEETRRERN 4 0EUE

AT+BLEGATTSIND=0,3,7,4

/RN > FFSE, WA 4 FUEIERR, Fl 1234

6.2.23. AT+BLEGATTSSETATTR—GATTS i858 RZ4HIEE

BEES:
AT+BLEGATTSSETATTR=<srv_index>,<char_index>[,<desc_index>],<length>

Theg: GATTS IRERSHHE (HWRT) (E.

R AL /EIRITIRE >, RETHARKSOMIE, SBIERER <length> Y, HATIRERE.

BIRERIEAMT, WIER oK

<srv_index> @ BRBEINERFS, H AT+BLEGATTSCHAR? &if)45 R 5AE
<char_index> : FRSZHFIAIES, HH AT+BLEGATTSCHAR? 45 R H3kiE

[<desc_index>] (ZESH) @ HEHEAFFS, HES, WIREMARIE HRES, WREFIE
&,

<length> @ ¥EKE

<length> RBERBITIZAHAE (FEIAR) SISHHRAKE., B2, ZRSHHIEER "0x30 0x31¢, mAKERN 2,
WRIKE <lengh> K 3 BEIFAKE, NWSIRE.

AT+BLEINIT=2 // #JI81L79 server
AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/1N, @ 1SERSBH 1 SIS AKER 4 IR
AT+BLEGATTSSETATTR=1,1, ,4

/RT > FSE, B4 FHEUERIE, fla "1234"
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6.2.24. AT+BLEGATTCPRIMSRV—GATTC RIIEA&RS

BEES:
AT+BLEGATTCPRIMSRV=<conn_index>
THEE: GATTC RILEAMRS.

+BLEGATTCPRIMSRV: <conn_index>,<srv_index>,<srv_uuid>,<srv_type>

0K

<conn_index>: BLE E1ES, ZHRIRXHF index i 0 MERER
<srv_index> @ BREZRIERFES, M1 EIHEIE
<srv_uuid> © BRZ5HI UUID

<srv_type> : PREZAIZEE

» 0: RERS
y 1: HERS

ERAIES, FTEICLEM BLE &,

AT+BLEINIT=1 // #3815 client

AT+BLECONN=0, "24:12:5f:9d:91:98" // $&17 BLE &%

AT+BLEGATTCPRIMSRV=0

6.2.25. AT+BLEGATTCINCLSRV—GATTC RIIBZRS

RS
AT+BLEGATTCINCLSRV=<conn_index>,<srv_index>

INRE: GATTC KM EEARSS .

+BLEGATTCINCLSRV:<conn_index>,<srv_index>,<srv_uuid>,<srv_type>,<included_srv_uuid>,<included
_srv_type>

OK

<conn_index>: BLE %S, HRIRXH index I 0 MR ERE

<srv_index> @ FREZEMERFS, H AT+BLEGATTCPRIMSRV=<conn_index> 4R 3RS
<srv_uuid> © BRZSHY UUID

<srv_type> : BRSSAYZEE

» 0 RERS
» 1: BERS

<included_srv_uuid> : BI&AREEAY UUID
<included_srv_type> : BISARSZAYZEEY

» 0: RERS
» 1: BERS
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ERAIES, TECLREM BLE EiE.

AT+BLEINIT=1 // #¥)3&1t client
AT+BLECONN=0,"24:12:5f:9d:91:98" // $&37 BLE %iZ
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 //IRIERI—KIELMIBE LR, B8E index &1

6.2.26. AT+BLEGATTCCHAR—GATTC KR IIERSEZ4SE

REES:
AT+BLEGATTCCHAR=<conn_index>,<srv_index>

IhEE: GATTC RINBRSBHFIE,

/I TFRSBFIER, TRuT:

+BLEGATTCCHAR: "char" ,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>
/I FHARER, ERUT:

+BLEGATTCCHAR: "desc" ,<conn_index>, <srv_index>,<char_index>,<desc_index>,<desc_uuid>

0K

<conn_index>: BLE EiES, HBIRXIF index B 0 BB ER

<srv_index> @ PRBZEAMERFS, H AT+BLEGATTCPRIMSRV=<conn_index> ZI4E R3S
<char_index> : BRSBIFIENFS, M 1 I0IHIE

<char_uuid> : BRZS4FAEAY UUID

<char_prop> : BRSB4FIEMENE

<desc_index> : SRR FES

<desc_uuid> : FEEIATIAY UUID

ERAIES, TECLEM BLE EE.

AT+BLEINIT=1 // #3815 client
AT+BLECONN=0, "24:12:5f:9d:91:98" // #&17 BLE &%
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 //tRIBRI—SRIESME AR, BT index E1f)

6.2.27. AT+BLEGATTCRD—GATTC jEENRSZ 41 {E

REES:
AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>[,<desc_index>]

Theg: GATTC EEEURRSSHSIE (FERRFF) fE.
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+BLEGATTCRD: <conn_index>,<len>,<value>

0K

<conn_index>: BLE &E%S, HEIRZHE index A 0 A9 IEREE

<srv_index> @ FREBEAERFS, H AT+BLEGATTCPRIMSRV=<conn_index> &R FIRE
<char_index> : ARSZIFAIMIFE S, H AT+BLEGATTCCHAR=<conn_index>,<srv_index> &84 R P3RS
[<desc_index>] (HIEZH) : FHHHEARRRES., EMRE, EZEUFEE: &RE, EEERTTHE,
<len> @ HIFEKE

<value> @ HEX F&

» EHFES AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index> JEZEVARS4SHFAOE, BIWIIES
JEEURIE] "+BLEGATTCRD:0,1,30" FRAFHEKERN 1 MNFT, WEXN HEX F& "ox30",

» FHHFES AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> 1EZEXAR 451 EHE
ATFHYE, BIENIE<1EZEURE “+BLEGATTCRD:0,4,30313233" RSB ARHERERN 4 MFT,
AN HEX & “0x30 0x31 0x32 0x33”,

o (EAAIES, FERIEM BLE EIZ,
o MREZMSHERBMUEARSITRRE, WIELZRE.

AT+BLEINIT=1 // #J%a1t)9 client

AT+BLECONN=0, "24:12:5f:9d:91:98" // £ BLE %4
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 /iRIBBI—HKIESMEINER, 18T index &1

AT+BLEGATTCRD=0,3,2,1 /540, 1RENE 3 SARSSHIEE 2 SIFILAVEE 1 SHIRATHER

6.2.28. AT+BLEGATTCWR—GATTC 5 RZ4H1E{E

REER:
AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

INRE: GATTC BRRSBIHE (FEAFF) (.

IR AL /EIIRITIRE >, RETHAERKSEOMIE, SBIERER <length> Y, HITSHEE.
ETHEMNL, MR oK

<conn_index>: BLE E1ES, ZHRIR X index I 0 MERER

<srv_index> @ RBEIMERFS, H AT+BLEGATTCPRIMSRV=<conn_index> B RHIKE
<char_index> : ARSZIFMERIES, H AT+BLEGATTCCHAR=<conn_index>,<srv_index> B1845 R P3RS
[<desc_index>] (BIESH) @ HHHEARES., EFEE, WERKITE: H&E, SHARKHE.
<length> : #IEKE

o FAAES, TEILEI BLE &,

o MREZBSBFHE HATF) BUASITEIRIE, WESRRE.
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AT+BLEINIT=1 // #J%A1t)9 client

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCWR=0, 3,4, ,6

AT+BLECONN=0,"24:12:5f:9d:91:98" // 37 BLE %12

AT+BLEGATTCCHAR=0,3 //tRIBEI—SRIESMEIFER, 1B index E18)

//BIEn, [asE 3 SARSHNE 4 SHAE, BAKENR 6 BEYE

/NRT > JE, B R OENEYE "123456" BIF]

6.2.29. AT+BLESECPARAM —iXBINZSEK

BEES:
AT+BLESECPARAM?
IHEE: Z18 BLE SMP JIZS#,

REES:

AT+BLESECPARAM=<auth_reg>,<iocap>,<key_size>,
<init_key>,<rsp_key>

INRE: %8 BLE SMP 11ZRSE4,

nit_key>,<rsp_key>

0K

+BLESECPARAM: <auth_reg>,<iocap>,<key_size>,<i

0K

Espressif
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<auth_reg>: IAFESR

: ESP_LE_AUTH_NO_BOND
ESP_LE_AUTH_BOND
ESP_LE_AUTH_REQ_MITM
ESP_LE_AUTH_REQ_SC_ONLY
ESP_LE_AUTH_REQ_SC_BOND
ESP_LE_AUTH_REQ_SC_MITM
ESP_LE_AUTH_REQ_SC_MITM_BOND

<iocap>: HINEILEESD

v vV Vvwvwvyw
NOoO Ul NES

» Q: ESP_IO_CAP_OUT /*1< DisplayOnly */

» 1: ESP_IO_CAP_IO /*!< DisplayYesNo */

» 2: ESP_IO_CAP_IN /*1< KeyboardOnly */

» 3: ESP_IO_CAP_NONE /*!1< NoInputNoOutput */
» 4: ESP_IO_CAP_KBDISP /*!1< Keyboard display */

<key_size>: BHHKE, BUETHE: [7, 16]
<init_key>: #JIAZ34H

» Z bit0O ;N 1, R/ ESP_BLE_ENC_KEY_MASK  // to exchange the encryption key
» F bit1 1, /R ESP_BLE_ID_KEY_MASK // to exchange the IRK key
» # bit2 g 1, T/ ESP_BLE_CSR_KEY_MASK  // to exchange the CSRK key

» ZF bit3 1, RN ESP_BLE_LINK_KEY_MASK  // to exchange the link key(this key just used
in the BLE & BR/EDR coexist mode)

<rsp_key> : NN Z34H

» Z bit0O ;N 1, R/x ESP_BLE_ENC_KEY_MASK  // to exchange the encryption key
» # bit1 J9 1, 7 ESP_BLE_ID_KEY_MASK // to exchange the IRK key
» #bit2 5y 1, F/N ESP_BLE_CSR_KEY_MASK  // to exchange the CSRK key

» ZE bit3 1, RN ESP_BLE_LINK_KEY_MASK  // to exchange the link key(this key just used
in the BLE & BR/EDR coexist mode)

RIGLERTE BLE EHEEI ZRIEA.

AT+BLESECPARAM=1,4,16,3,3

6.2.30. AT+BLEENC — K 2Nz &K

REIES
AT+BLEENC=<conn_index>,<sec_act>

Ihee: &iE BLE SMP IIZERK.

OK

<conn_index>: BLE &E1ES, HpIR T index 7 0 BB EE
<sec_act>:

ESP_BLE_SEC_NONE
ESP_BLE_SEC_ENCRYPT
ESP_BLE_SEC_ENCRYPT_NO_MITM
ESP_BLE_SEC_ENCRYPT_MITM

v v v v
wWwN RS

Espressif 62/52 2017.06



@ 6. BLE AT 3§

AT+BLESECPARAM=1,4,16,3,3

AT+BLEENC=0,3

6.2.31. AT+BLEENCRSP— G &€ 112355

BEIES:
AT+BLEENCRSP=<conn_index>,<accept>
INRE: [@& BLE SMP INZER,

OK

<conn_index>: BLE HiES, HAIRXHF index 7 0 BEER
<accept>:

» 0: reject
» 1: accept

AT+BLEENCRSP=0,1

6.2.32. AT+BLEKEYREPLY —[BE %2 %34R

REIES
AT+BLEKEYREPLY=<conn_index>,<key>
IheE: [B1E BLE SMP EXi%54H .

0K

<conn_index>: BLE &EIES, HpIR 2T index 7 0 BB EE
<key>: BLXIZA%EH
MBS B ERMAN LR 649784 HATHECRS

AT+BLESETKEYREPLY=0,649784

6.2.33. AT+BLECONFREPLY—[E|Efi\ER

BB
AT+BLECONFREPLY=<conn_index>,<confirm>
IhEE: DERNMIAER., BT AXFRIENEZHANIER.

OK
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<conn_index>: BLE &S, HEIR I index y 0 RUEEEE

<confirm>:

» 0: No
» 1: Yes

// BIE X HINECSS

AT+BLECONFREPLY=0,1

6.2.34. AT+BLEENCDEV—&E B4 ENig&E

EiER:

AT+BLEENCDEV?

+BLEENCDEV:<enc_dev_index>,<mac_address>

0K

v

<enc_dev_index>: BLE EIERENEZS, HEIRXIF index 0 9 EE

<mac_address>: B4EIREN MAC Hitlk

AT+BLEENCDEV?

6.2.35. AT+BLEENCCLEAR— RIS 48 E

BEES: HATIES
AT+BLEENCCLEAR=<enc_dev_index> AT+BLEENCCLEAR

R RS EISEEEOME XA, IhEE: RIRFTEMEXR.
0K

<enc_dev_index>: BLE EEIRENEES, HATRSZE index A 0 AUSEER

AT+BLEENCCLEAR
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IE{RTFIE NVS

7. RBRTFE NVS XI5 AT 152715

g AT 152515k

1X|

=
AT+UART
AT+UART_DEF
AT+CWDHCP
AT+CIPSTAMAC
AT+CIPAPMAC
AT+CIPSTA
AT+CIPAP
AT+CWDHCPS
AT+SAVETRANSLINK
AT+CWMODE
AT+CWJIAP
AT+CWSAP
AT+CWAUTOCONN

AT+CIPSSLCCONF

1 EFE:

il
AT+UART=115200,8,1,0,3
AT+UART_DEF=115200,8,1,0,3
AT+CWDHCP=1,1
AT+CIPSTAMAC="18:fe:35:98:d3:7b"
AT+CIPAPMAC="1a:fe:36:97:d5:7b"
AT+CIPSTA="192.168.6.100"
AT+CIPAP="192.168.5.1"
AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"
AT+SAVETRANSLINK=1,"192.168.6.10",1001
AT+CWMODE=3
AT+CWJAP="abc","0123456789"
AT+CWSAP="ESP32","12345678",5,3
AT+CWAUTOCONN=1

AT+CIPSSLCCONF=3,2

NVS Z¥[X R 0xFA000 ~ 0x110000, 88 KB,
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H==2
E 7N/

8. e HBFI&

BIIR

ESP32 AT $5< MR ~ME RixBRAI T
RRER
ready
ERROR
WIFI CONNECTED
WIFI GOT IP
WIFI DISCONNECT
busy p...
<conn_id>,CONNECT
<conn_id>,CLOSED
+IPD
+BLECONN
+BLEDISCONN
+READ
+WRITE
+NOTIFY

+INDICATE

Espressif

AR
AT BHFRLINEED
EBLRMAER, AEEONITHE
ESP8266 station E1%%l AP
ESP8266 station SREXZ! IP it
ESP8266 station By WiFi ZEfZHTF
busy processing, FRAFIEELIEFI—RKIES,
FEIL T <conn_id> S M4 ER:
<conn_id> S L& EIZ R FF
EKEI ML EE
BLE E11E#:
BLE B iEs:
BLE #UKEIE#RIF
BLE #IKEIG#E
BLE 2R EBARIE

BLE EIKBIERIRIE
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9. AT 52 fEMRAY

AT 18 <{EFR TG

9.1.

RENBTME IR AT $8ERTRE,

B%#E TCP EFin

1. % E Wi-Fi &=

AT+CWMODE=3

// SoftAP+Station mode

Mol -
0K

2. EIEKEH:

AT+CWJAP="SSID", "password"

// SSID and password of router

G
oK

3. BIFIRE P ihilt:

AT+CIFSR

G

192.168.3.106

// device got an IP from router

4. PC 5 ESP32 &E#ZE—1H, £ PC HERMEELTE, BIE—" TCP k% 2:.
- a0, 1Bi% TCP BREE23M9 IP 8 192.168.3.116, Um[d 8080,

5. ESP32 fEAEFiREIES TCP fRS52s:

AT+CIPSTART="TCP","192.168.3.116" 8080

// protocol, server IP & port

6. RIxEIE:

AT+CIPSEND=4
>TEST

// set date, such as 4 bytes
// enter the data, no CR

Espressif

M -

SEND 0K

| EE:

ERANTTHEBE THESIRENKE (n), WA busy, FRZHIENE n DFT, KIXFTHENA SEND 0K,

7. FRBEE:
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+IPD, N XXXXXXXXXX // received n bytes, data=XxxXXXXXXXXX

9.2. UDP {&%

UDP EHIAX D RB 2R VNEZinm, HIES AT+CIPSTART ZiLfEHX AR,
1. 188 Wi-Fi 2

AT+CWMODE=3 // SoftAP+Station mode

Moz -
0K

2. ERIRH:

AT+CWJAP="SSID", "password" // SSID and password of router

M A :
0K

3. BIHIRE P ihilt:

AT+CIFSR

M -

+CIFSR:STAIP,"192.168.101.104" // IP address of ESP32 Station

4. PC 5 ESP32 #E#ER—NKH, 7 PC LEMMKEILITE, 6E UDP (4,
- f5lan, fRRi% UDP #9 IP #biity 192.168.101.110, i%[1A 8080,

TENEMiH UDP BSHRE):

9.2.1. [ETEizimAY UDP &fF

UDP BERIIGEE, H AT+CIPSTART I8SMNRESH 0 RE, pE—1TEESH/IXEEEE,
EBEYREPIRHEB ISR,

1. [EREZER:

AT+CIPMUX=1

MRy :
(0¢

2. Bl UDP &4, #la0, DECER ID M 4,

AT+CIPSTART=4,"UDP","192.168.101.110",8080,1112,0

M A -
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* "192.168.101.110",8080 Jy UDP {E¥#0iis P Mlizimin, tHlE PC ZIIH UDP ELE.
* 1112 Jy ESP32 89 UDP Fithiw [, MPRIBTIRE, W-AMRENAME.

e 0 FRNHE] UDP BIEILfS, UDP ZIGASWEMSEEN: EMEREMSEEL UDP ML EIESI ESP32 UDP
iR 1772, ESP32 4 S UDP {E5ininth R e, (£/AI8S AT+CIPSEND=4,X KiAHIE, NARERIREN PC
THIE,

3. RIXEE:

AT+CIPSEND=4,7 // send 7 bytes to transmission NO.4
>UDPtest // enter the data, no CR

M Nz -

4. FRUWEE:

+IPD, 4, N XXXXXXXXXX // received n bytes, datd=XXXXXXXXXXX

5. WiFF UDP 1&4:

AT+CIPCLOSE=4

M A :

9.2.2. inimAI3ERY UDP &5
1. Bl UDP &%, &EZHN 2:

AT+CIPSTART="UDP","192.168.101.110",8080,1112,2

M Y -
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| 33288

e 1112 3 ESP32 §9 UDP ZAMttim, FAFAH

o 2 RHEI UDP {E4iiE1lfE, UDP {EHtin{s )
UDP B{E#9:if 1P ik .

° "192.168.101.110",8080 JJ UDP {E40min IP Fikimin [, FLER1A PC B UDP BE,
TIRE, WAIREN I FENIE,
EMASER; UDP EHNTIHEEESBmENNFIE—RS ESP32

9. AT 52 fEMRAY

2. RIXEE:
AT+CIPSEND=7 // send 7 bytes
>UDPtest // enter the data, no CR
M A :
SEND 0K
1 EE:

ERMANFHREBI THESRENKE (), WML busy, HAFIBIENRI N NFT, KESTHEME SEND 0K,

3. HHEXR UDP Bl EAth UDP inlm, RFH

THREXNA P MisOBIA,

AT+CIPSEND=6,"192.168.101.111",1000
>abcdef

// send six bytes

// enter the data, no CR

M A :
SEND OK

4. FEEHE:

+IPD, N XXXXXXXXXX

// received n bytes,

data=xxXXXXXXXXXX

5. WrFF UDP &%)

AT+CIPCLOSE

9.3.

9.3.1.

Mol -

CLOSED
OK

&L

AT Demo 1X1E ESP32 1E8 TCP & i &Ry UDP £y, <iHSE,

TCP EF im B EiRiE(

DA ESP32 fE4 Station SE3] TCP & ik BB IE1E B LRI,

1. 188 Wi-Fi &

AT+CWMODE=3 //

SoftAP+Station mode
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Moz -
0K

2. ERIEH:

AT+CWJAP="SSID", "password" // SSID and password of router

M A :
0K

3. BIHIRE P Hhilt:

AT+CIFSR

Mol -

192.168.101.105 // device's IP that got from router

4. PC 5 ESP32 %#£RE—"1 &M, £ PC HEAMEZALTE, BIE—" TCP irRsS::,
- fBan, {BRi% TCP BRSS2:MY IP 9 192.168.101.110, %[ 8080,

5. R&FRN TCP B imiEsk TCP RS54

AT+CIPSTART="TCP","192.168.101.110", 8080 // protocol, server IP & port

Moz -
0K

6. {EREE R

AT+CIPMODE=1

M A :
0K

7. RIEHIRE:

AT+CIPSEND

Espressif

M A :
> // From now on, data received from UART will be transparent transmitted to server
8. B &RIXEE:

EBEREIIETRES, FRABEMN—BEIE ++, WREBEEZELRE, BEVER 1, BET
—% AT 1S,

BEIE, MREEAREITFEN +++, BRIENEXE, THRINNZESEN=" +.
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| FE:

+++ BHBEEREEE, BEIER AT 5LEN, TCP ERDARRIGH, MAIINEBR AT+CIPSEND 8%, Fia&EE.

9. IRHIEEREI:

AT+CIPMODE=0

Mol -
0K

10. 47 FF TCP &E#z:

AT+CIPCLOSE

i Nz -

CLOSED
OK

9.3.2. UDP &%

AT R ESP32 YEy SoftAP LI UDP B(ERI%
1. 188 Wi-Fi 23

AT+CWMODE=3 // SoftAP+Station mode

M A :
OK

2. PC EN ESP32 SoftAP:

ESP_781700 e
AC750 e
ZTE_5560 L
TL-WR842N M

3. £ PC H{EANLEILEIF, BIZE—1 UDP,
- a0, BRi% UDP B9 IP 8 192.168.4.2, w9 1001,
4. ESP32 5 PC XNz [ % 37 E E XFimAY UDP £,

AT+CIPSTART="UDP","192.168.4.2",1001,2233,0

Gy
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0K

5. {EREEMHERI:

AT+CIPMODE=1

M Y -
OK

6. RIZHIE:

AT+CIPSEND

e Y :
> // from now on, data received from UART will be transparent transmitted to server
7. RERIREE:

EBEERERIETRED, FIRFE BN —EIE +++, WELEBEEARE, BEVER 1, BT
—& AT 18X,

BER, REEAREITFHAN +++, BrENEIXIE, THIANNZESZRN=" +

1 EFE:

+++ BHERREEIE, EEIER AT 5B, TCOP ERINARMRIGH, MAIUHBAR AT+CIPSEND 5%, FHa&EfE.

9. IRHEMER:

AT+CIPMODE=0

M A :
OK

10.1IB& UDP 1&4:

AT+CIPCLOSE

M A :

CLOSED
0K

9.4. %&}E TCP RSB

B&J AT Demo ESP32 (X2 #5231 —> TCP k%52, B IUFeEZ %R, BIeH&EEZ TCP BF
i,

DA N ESP32 BN SoftAP , §237 TCP ARZ2s89%55); WRE ESP32 EN Station, AJ7EEZKH
&, BEIBREIIARSES,
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1. 1RE Wi-Fi B3

AT+CWMODE=3 // SoftAP+Station mode

M f -

2. [EBESZER:

AT+CIPMUX=1

M -

3. }217 TCP pR%%28:

AT+CIPSERVER=1 // default port = 333

M fy -

4. PC ¥#E )\ ESP32 SoftAP:

FTENEERE A
ESP_781700 e
ACT750 T
ZTE_5560 M
TL-WR842N M

5. £ PC EBMEEIN TR, BN TCP EFmEZIRE .

6. RIEEIE:

// ID number of connection is defaulted to be @

AT+CIPSEND=0,4 // send 4 bytes to connection NO.Q
>iopd // enter the data, no CR
I
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| FE:

ERANTTHEBE THESIRENKE (n), WA busy, FRZHIENE n DF, KIXFTHEMA SEND 0K,

7. FRBEE:

+IPD, 0, N XXXXXXXXXX // received n bytes, data = XXXXXXXXXX

8. WiFF TCP &E#%E:

AT+CIPCLOSE=0 // delete NO.Q connection

i Nz -

,CLOSED
0K

9.5. BLE AT {5< [\
9.5.1. ET BLE [ 1IN —iBeacon
AR AR KT iBeacon BN AT
* ESP32 [ #% iBeacon 8, BIIMIGRE—IEEIREAIL,
o ESP32 IR MM EMIZE #E/Y iBeacon €,

% 9-1. iBeacon &=t

Sl KE (F%) @t

iBeacon prefix 9 0201 06 1AFF 4C 00 02 15

Proximity UUID 16 RTRAOTERE B

Major 2 ARTRoTEREE

Minor 2 AT E—REIENTEUE

TX power 1 KHINER, BTITE ESP32 i5&MFNZ BRIES

9.5.1.1. ESP32[ % iBeacon &
1. ¥Jtaft ESP32 IR N BLE server:

AT+BLEINIT=2 // server role
M Nz -

oK

2. T HE

RE EENsuT:
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KB THRE

iBeacon prefix 0201 06 1AFF4C 0002 15

Proximity UUID FDA50693-A4E2-4FB1-AFCF-C6EB07647825
Major 27 B7

Minor F2 06

TX power C5

B BofE<wT:

9. AT 52 fEMRAY

AT+BLEADVDATA="0201061aff4c000215fda50693a4e24fblafcfc6eb@764782527b7f206c5"

Mo vy :
0K

FHar 1&:

AT+BLEADVSTART

e A :
0K

I ETE—E, BIRIRILIETES #8RY ESP32 18&, W& 9-1 Fik.

< Discover

B 9-1. WEE—1EEAD
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9.5.1.2. ESP32 131# iBeacon &

ESP32 1&E1kpf 7RI LA& iBeacon [ &, thrJLAIRE N BLE client #1734, 3REXZ iBeacon [ 1&E]
IR, B Host MCU 3 1TEURERT .

EERTY::H

o WMR1Z ESP32 ZHISEWIAA BLE server, WHEESLIAR AT+BLEINIT=0 j£%8, BEMYPWBMNA BLE client,

1. ¥Jaft ESP32 At~ BLE client:

AT+BLEINIT=1 // client role

MRy :
(0¢

2. {ERERRITIRITIE, 543 !

AT+BLESCAN=1,3

M A -
OK
B AFRIEUA T4

+BLESCAN:24:0a:c4:02:10:0e,-33,0201061aff4c000215fda50693a4e24fblafcfc6eb@764782527b7f206c5,
+BLESCAN:24:0a:c4:01:4d:fe,-74,0201020709704168664b430200eb051220004000,
+BLESCAN:24:0a:c4:02:10:0e,-33,0201061aff4c000215fda50693a4e24fblafcfc6eb@764782527b7f206c5,

MFENERPRINERI 2RI ENT BE (EEWET 9.6.1.1 REER #EE) , Host MCU AJIX
fermixX s dE, EASTVAIRINGR 9-1 Pk,

9.5.2. ETF BLE &N B

9.5.2.1. ETF BLE &FiZH9EA A

AT RBIER{ERMER ESP32, EHR—IRVEN Server ([FXFRA "ESP32 Server") , B—IREN
Client ([FX#R "ESP32 Client") , Z5FIA0{a[i217 BLE &35, STREURES

! EE:
ESP32 Server 5% service bin X% Flash &, FBIAIREARSS .
o ANMaJ& K service bin X1, 1553 esp32-at/tools/readme.md.,

o service bin AERYEFHLE, T esp32-at/partitions_at.csv H ble_data I N #IbiE,

1. #)4aft BLE IhRE
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o ESP32 Server:

- #0814~ BLE server:

AT+BLEINIT=2 // server role

M A :
0K

- BUERRSS:

AT+BLEGATTSSRVCRE // create services

M A :
0K

- TERS:

AT+BLEGATTSSRVSTART // start services

My :

0K

e ESP32 Client:

AT+BLEINIT=1 // client role

M A :

0K

2. $37 BLE &E#:
e ESP32 Server:
- T E B/ BLE thiit, {BRi% ESP32 Server itk “24:0a:c4:03:/4:d6”, [ LALLHbLE ).

AT+BLEADDR? // get server's BLE address

M A :

+BLEADDR:24:0a:c4:03:f4:do
0K

- BB B2 (FRRE, —MRAFERE) . MRREEREN B, WERRIAT BB

AT+BLEADVPARAM=32,64,0,0,7

M A -

0K
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- ECEN BEE (FNRRMF) . MRRBEEN BEUE, BAl #EE payload B=.

AT+BLEADVDATA="0201060B09457370726573736966030302A0"

/* The adv data is

* @2 01 06 //<length>,<type>,<data>
* QA Q9 457370726573736966 //<length>,<type>,<data>
* 03 03 02A0 //<length>,<type>,<data>

*/

My :

OK

BRTBCE BB 2/, BeILAECE ScanRspData (131N #44E)

AT+BLESCANRSPDATA="0201060B09457370726573736966030302A0"

My :

OK

AR client 2 Active Scan, FBAREEITHEZ ScanRspData,

- FHETIE:

AT+BLEADVSTART

M A -

0K

e ESP32 Client:

- BEEFESH (FLRE, —MRAFERE) . £eafze, FINEERESY, RREkE

#UZ active scan B3, FBLUT:

AT+BLESCANPARAM=1,0,0,100, 50

M A :
0K

- T

AT+BLESCAN=1,3

Espressif

Mol -

+BLESCAN:<BLE address>,<rssi>,<adv data>,<scan rsp data>

OK

- BIN13¥ER ESP32 Server f5, i
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AT+BLECONN=0,"24:0a:c4:03:f4:d6"

My :

[BERT1:H
o YN8 BLE EHERMINESL, MJIER +BLECONN: <conn_index>,<remote_BLE_address>

o YN BLE ¥&E1ZEWIFF, MI$R/R +BLEDISCONN: <conn_indexs,<remote_BLE_address>
- EIEESH
FREUEECE, PINEMEESH:

AT+BLECONNPARAM=0,30,30,0, 600

My :

A IAE LS

AT+BLECONNPARAM?

M fy -

- BERKEREIT (MTU)
EiEEEI VG, client A& Exchange MTU Request:

AT+BLECFGMTU=0, 200

M f -

A UNEWLER:

AT+BLECFGMTU?

M -
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3. IEERBIHLE:
e ESP32 Server:
- BEAMIRS:

AT+BLEGATTSSRV?

M f -

- BWAHARSSIHL:

AT+BLEGATTSCHAR?

M fy -

e ESP32 Client:

- BWHS:

AT+BLEGATTCPRIMSRV=0

M f -

- BWRSHILE:
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@ 9. AT 8<% E ARG

AT+BLEGATTCCHAR=0, 3

M A -

- EBRSBIE (BRIZFLEIE IR EURE)

AT+BLEGATTCRD=0,3,1

M A :

BRI H

ESP32 Client 3EBVSAEALTN, ESP32 Server 327 +READ: <conn_index>,<remote BLE addresss>

- BRSHLE (BRIZFHERMSIGSIRME) -

AT+BLEGATTCWR=0,3,3, ,2

M Y :

LU 5ERR:

ESP32 Client BY5ERLTN, ESP32 Server 3271 +WRITE : <conn_index>,<srv_index>,<char_index>, [<desc_index>],
<len>,<value>

4. BAPRSSHFAL:
e ESP32 Client:
- RERSIHEERT (BRIZER M T BARE)
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AT+BLEGATTCWR=0,3,6,1,2

M A -

> // waiting for serial data, should input HEX string "@1" here
0K

EERT::H

ESP32 Client BY5EIATIALIN, ESP32 Server 127 +WRITE: <conn_index>,<srv_index>,<char_index>,<desc_index>,
<len>,<value>

e ESP32 Server:
- BRBIHEEH (ERIZIHEB M T EARE) -

AT+BLEGATTSNTFY=0,1,6,3

M A -

> // waiting for serial data
0K

LI %BA:
ESP32 Client ISZIFBA], Y512 +NOTIFY:<conn_index>,<srv_index>,<char_index>,<len>,<value>

WFE—PRSS, Client B <srv_index> 18 = Server If4 <srv_index> {8 + 2, X2 FEME,

5. FEMARSSHHLE:
* ESP32 Client:
- IRERSHILHEAT (BRIZHERIESISHEREE)

AT+BLEGATTCWR=0,3,7,1,2

M A -

> // waiting for serial data, should input HEX string "@2" here
0K

LUl 5BR:

ESP32 Client BYF I ATIALIN, ESP32 Server 127 +WRITE: <conn_index>,<srv_index>,<char_index>,<desc_index>,

<len>,<value>

e ESP32 Server:
- BRBEFEER (ERIZIHEBMESIFIERRME)

AT+BLEGATTSIND=0,1,7,3
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i Nz -

> // waiting for serial data
0K

EERT-:H
ESP32 Client WEI3g7, Y832/ +INDICATE: <conn_index>,<srv_index>,<char_index>,<len>,<value>

XTFRE—HRS, Client iKY <srv_index> & = Server 1B <srv_index> 18 + 2, XRIEFIR,
9.5.2.2. EF BLE EENNAZS

. ETTEO N
FBP R LAIBIY BLE 3@{51%3% Wi-Fi SSID 1 Password {58, LASCINIA SFBC & To 2 M L& AOINRE
* YN Z BLE client [a) BLE server {£1% SSID ] Password 1§85, AJLMFERES AT+BLEGATTCIR;
e YR BLE server [ BLE client &3 SSID #1 Password 158, BILAFEAES AT+BLEGATTSNTFY;
HFHSEAISERNX 9521 BT,

BIEEE

2B ESP32 AT 5 SLI BLE #EINEE, EEREF A MEREARNBIEER S L RIEDNX—1TFE,
FH Host MCU 13I8 B #iE{E B BN A,

* BLE client [a) BLE server {24, »JHNEIROVEAFES AT+BLEGATTCWR K3
 BLE server [a) BLE client {24 £{ifE, PIHRBTEAIE<S AT+BLEGATTSNTFY 5L ;
FHL RIS ERN 95621 BT,

3. BT

BLE #UE&(5, tLrRILBTEBEH, SEMFARINEE,
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10. OTA IhE
10. OTA Ijge

AETEERIANMIFE iot.espressif.cn LBIZB2INIRE, HBETENXET ot.espressif.cn B9 OTA If)
BE,

1. FTFEN S 234N iot.espressif.cn, SNR{ER SSL F2k, MR https.//iot.espressif.cn,

iot.espressif.cn ¢ [ul

My tasks - Team Work ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems EE —+

(£

'.L':. < O = @ O

lotBucket

i Start ~ Join Login

AN m%‘
‘:x~

N@\\f / '
@ zﬁ@ == ﬂ

m Q)j \‘\l “l\mdmc THE mh—o“

~D“

2. Rt LAY Join, MNP R, #IFEMEE, EMKS.

lot-Espressif B - BB ER
N
A

a/F Username [a-zA-Z0-9_]+

HR#E Email
B Password

ERR

3. RERTRETREANCE”, SIB—1TBECHNIRSE,
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http://iot.espressif.cn
https://iot.espressif.cn

Espressif

10. OTA Ih&E

m > 7t O] iot.espressif.cn @] t ()
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings ~ Espressif Systems ~ EE IT
lotBucket REFR FREE  HFA- L weyuanja -
L ﬁ
12% ﬁ 8%  device name, serial, key, e | =G | - HIEER - 4
< M Ea fat O] iot.espressif.cn (¢ i} [l
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems EE ’T
lotBucket BEFR FREE  EM- L weiyuanja -
a flERE
2F
it O WNERE
D ATHRE
FREF esp_iot_test ‘
FRAE  EmEms 4
A AN _ Nk
4. BIERING, 2B —1TEH,
® <> @ x| & O iot.espressif.cn < up =y
My tasks - Team Work  ESP32 Programming Guide  Cisco WebEx Meetings  Espressif Systems B [T
lotBucket WEFR FREE  EAE- L weiyuanja -
hda Y . .
9 IR (10 147469, serial: 10767503 )
/ iot_test @
Private Device Not Activated
Product { id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
Product Secret 896ebadbd8f7c3b3ea5f2d@df6ad06e70de12d2e LastActive [EEEDD
Device Secret 20e527409df83a3721fd03c8176882a6ffcdede6 Device Status developing
Master Device Key 6f9cb5be49c7acde@90e85ca3andb4ac212c9e39

R
desc-10767503

wER BRES
+ Bl
w58 o EH

device key 6f9cb5be49c7acde@90e85ca3aadb4ac212c9e39 (master) =

device key 9c3d34215a1@ce3fc26ed626df4db2ald687ae91 (owner)

+ Bl

5. A%, mIFEECH OTABIN, {824 AT OTA token Z5RMIEC & IRFEAN T
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Espressif

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]

built-in [ ] excluded <M> module < > module capable

10. OTA If&E

SDK tool configuration =——->
Bootloader config =———>
Security features ——->

AT Customized Partitions ——->
Serial flasher config =———>
Partition Table ———>

Optimization level (Debug) --—>

< Exit > < Help > < Save > < Load >

Component config

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]

built-in [ ] excluded <M> module < > module capable

(=)
PHY ——=>
[ 1 Ethernet
FAT Filesystem support ———>
FreeRT0S ———>
Log output ——->
LWIP ——=>
mbedTLS ———>
OpenSSL  ———>
SPI Flash driver ———>

T >

< Exit > < Help > < Save > < Load >

RITARAMRNAS

AXFHER, BEMHSEN URL tblt, MMBTE, BABTEA,

AR IVR A, TREEBERIRE, EEXNEHEE. ERTHEERGEIHIER
WMEREEIER, FEAURE. AR REMGREINEEER, A3ER
EAISRE, BFEERAEAGEETENERILEAEFINITANEE. AX
MEELEARUEE IF R S EAM A X IE F IR AUER TR, FAEEETA
T EERITA,

Wi-Fi Bx B2 pf R AR )3 Wi-Fi BXEBRRE . B ird = Bluetooth SIG B EMET.

XPREINFIEEMMEIR. B EMEInYRE S BE BN, FIE
3.

FRIXYIO© 2017 REBAE. RERBERF.

K2 10T HBA

www.espressif.com

87/91 2017.06


http://www.espressif.com

@ 10. OTA IhgE

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

~(=)

(15) uart cts pin for AT command

[*] AT base command support.

[*] AT wifi command support.

[*] AT net command support.

[*] AT ble command support.

[ ] AT FS command support.

[ ] OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c287f725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help > < Save > < Load >

1 EE:

WNSR{ER SSL OTA IhEE, Tw1E menuconfig Fi%k+E "OTA based upon ssl', IINTHEFITIERE .

6. HATREIERE, SENIACIENIEE, £ ROM &% ~NE, #Hi version F1 corename, J§.E
H431%0 BIN SEER RN ota.bin, AFEIEEH SHESE.

o000 < > M * ® O iot.espressif.cn

¢ h O
My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems ~ Ef
lotBucket REFR FREE  EAM- L weiyuanja -
F:: O &=
I:IEI EI 8% | product name, serial, desc | P& - EETR-- 4 RS | - EERES-- 4
Id 3867
’( N esp_iot_test

ctivated / Tota 0/1

Espressif 88/91 2017.06



@ 10. OTA IfgE

< M > £t @ iot.espressif.cn (o) i)

(=)
My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems B +

9 '°BR {id: 3867, serial: 6b4dd7ag }

Id 3867
Name esp_iot_test
’( Serial 6b4dd7a9 ()
2 Secret AERTHES
Description
Status developing...
Activated / Total 0/1
0%

BEiEny ROM &%

+ Bl
version v1.0
beta :
corename iot. test
1% rom X, XK 10 X+
s b oota.bin
RE
S NIy P
7. RINREN HRIRAE,
< m * A O] iot.espressif.cn @) th [w)
My tasks - Team Work  ESP32 Programming Guide ~Cisco WebEx Meetings ~ Espressif Systems &R E
== | . .

(ZI } AA {id: 3867, serial: 6b4dd7a9 }

Id 3867

Name esp_iot_test

’4 Serial 6b4dd7a9 (1043 #&l)
2 Secret AERTHES

Description

Status developing...

Activated / Total 0/1

0%
HiERE ROM &7
S vio EITE3 x
chore(beta): v1.0 codename(iot_test)
@ ota.bin
+ &7

iﬁ%yuﬁ 8% | device name, serial, description, etc... & S + BBl

8. &J% AT+CIUPDATE, WIRMWEIEE, MBENRI5ER OTA F4K,
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11,
11. |0 23 5z 151

WBE AT (EREE, BRMEHEZERERATS, WEMTHMER:
o AT EMIMRAS, 58S AT+GMR PIERERARAE R
o BHERIESR, H120: ESP-WROOM-32;
o MIRES T BRBREEE, BIa1T~E:

Baudrate:lllSZDD v'l StopBits:Il v|
Flow Control:IHo Ctrl Flow vI

COM Port:

|14 VI Parityilﬁone 'I
e =] Close Port

ByteSize:

AT+CHMODE=1

0K

AT+CIPSTA_CUR?
+CIPSTA_CUR:ip:“0.0.0.0"
+CIPSTA_CUR: gateway: “0.0.0.0"
+CIPSTA_CUR:netmask: “0.0.0.0"

0K
AT+CIFMUK=1

()

o J0BEIR(H log FTENMER, BMI LR log ER, BIMLATER:

Guru Meditation Error of type StoreProhibited occurred on core @. Exception was unhandled.

Register dump:

PC 40135735 PS 0006030 AQ 800f913b Al 3ffd66c0
A2 00000000 A3 3ffd6828 A4 00000b68 A5 b33f0000
A6 b33fffff A7 3ffboo4c A8 00000003 A9 3ffd66a0
A10 3ffd6828 All 00000b69 A12 00060020 A13 : 3ffc2d30
A14 : 00000003 A15 00060023 SAR 00000000 EXCCAUSE: 0000001d
EXCVADDR: 00000038 LBEG 00000000 LEND 00000000 LCOUNT 00000000
Rebooting. ..
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